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Log is invaluable 
treasure
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Lay down your plan for short term 
and long-term strategy

1
Short term:
• Isolate
• Create local copies (chain of custody)
• Close any potential backdoors
• If possible, use 3rd party providers

2



What about 
medium and 
long term?
Revisit back to the mitigation plan
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Invite 3rd party
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Debriefing
§ Review process should be taken to these things

§ Policies and procedures

§ Risk assessments

§ Suitability of using external providers to insure
the damage that might happen in the future

§ Technologies to be used

§ Amend/update the policies if necessary



Attack/Breach

Assemble internal 
response team

Investigate & 
Remediate

Contact law 
enforcement

Convene third 
party consultant

Begin notification 
process

PR should be 
prepared for the 

implications

Make 
communications 
(e.g. via email) to 
affected parties

Respond to 
enquiries

Post-breach 
debriefing and 
risk mitigation

Resume business
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