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1. Information Classification Policy J

=1

.1. Introduction

. Itis essential for (Organization) to classify its information assets to help manage and pro-
tect it. The various departments at (Organization) have a multitude types of documents
and data, each business unit or department should classify its data by considering the
potential for harm to individuals or the University in the event of unintended disclosure,
modification, or loss. This can be done by identifying which information should be protect-
ed and which information shall be placed open to the public and third parties.

1

.2. Purpose

. In order to preserve the appropriate confidentiality, integrity and availability of (Organi-

zation)’s information assets, the information classification policy describes principles that
need to be followed to protect information through specifying how and to whom you can
distribute information with a particular classification.

To provide the basis for protecting the confidentiality of data at (Organization) by estab-
lishing a data classification system. Further policies and standards will specify handling

: requirements for data based on their classification.

=1

.3.Domain

: This policy applies to all data or information that is created, collected, stored or processed
by (Organization), in electronic or non-electronic formats, irrespective of the data loca-
tion or the type of device it resides on. All staff should consequently use it, and third par-
! ties who interact with information held by and on behalf of (Organization).

.
.
.
.

.
.
.
.

4. Policy
All data at (Organization) shall be assigned one of the following classifications. Collec-
tions of diverse information should be classified as to the most secure classification level

of an individual information component with the aggregated information.

Confidential (restricted): Information that is classified as confidential or restricted in-

cludes data that can be catastrophic to one or more individuals and/or organizations

if compromised or lost. Such information is frequently provided on a “need to know”
basis and might include:

« Personal data, including personally identifiable information such as Social Security
or national identification numbers, passport numbers, credit card numbers, driv-
ens license numbers, medical records.

« Financial records, including financial account numbers such as checking or invest-
ment account numbers.

e Business material, such as documents or data that is unique or specific intellectual
property.



o Legal data, including potential attorney-privileged material.
o Authentication data, including private cryptography keys, username password
pairs.

For internal use only (sensitive): Information that is classified as being of medium
sensitivity includes files and data that would not have a severe impact on an individu-
al and/or organization if lost or destroyed. Such information might include:

o Email, most of which can be deleted or distributed without causing a crisis (ex-
cluding mailboxes or email from individuals who are identified in the confidential
classification).

e Documents and files that do not include confidential data.

o Anything that is not confidential. It can include most business data, because most
files that are managed or used day-to-day can be classified as sensitive.

Public (unrestricted): Information that is classified as public includes data and files
that are not critical to business needs or operations. This classification can also include
data that has deliberately been released to the public for their use, such as marketing
material or press announcements. In addition, this classification can include data such
as spam email messages stored by an email service.

(Organization) associates shall be guided by the information category in their secu-

rity-related handling (Organization) information.
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k 2. Information Protection Policy J

= 2.3.Introduction
i Information is a major asset that (Organization) has a responsibility and requirement to
protect. Differently classified information should appropriately protected in storage, tran-
sit, access etc. from modification or disclosure.

= 2.4.Purpose

¢ Information Protection Policy addresses the stocks of information (electronic data or paper
records) that (Organization) maintains, and also the people that use them, the processes
they follow and the physical computer equipment used to access them, all these areas
addresses to ensure that high confidentiality, quality and availability standards of informa-
: tion are maintained.

The following policy details the basic requirements and responsibilities for the proper
management of information assets at (Organization). The policy specifies the means of
: information handling and transfer within the Business.

= 2.5.Domain
i This Policy applies to all the systems, people and business processes that make up the
i Business's information systems. This includes all Executives, Committees, Departments,
Partners, Employees, contractual third parties and agents of (Organization) who have ac-
cess to Information Systems or information used for (Organization) purposes.

= 2.6. Policy

2.6.1.1. Allimportant information assets must have a nominated owner and should
be accounted for. An owner must be a member of staff whose seniority is
appropriate for the value of the asset they own. The owner’s responsibility
for the asset and the requirement for them to maintain it should be formal-
ized and agreed.

26.1.2. Items of information that have no security classification and are of limited
or no practical value should not be assigned a formal owner or inventoried.
Information should be destroyed if there is no legal or operational need to
keep it and temporary owners should be assigned within each department
to ensure that this is done.

26.1.3.  Fornew documents that have a specific, short term localized use, the creator
of the document will be the originator. This includes letters, spread sheets
and reports created by staff. All staff must be informed of their responsibili-

ty for the documents they create.
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For information assets whose use throughout (Organization) is wide-
spread a corporate owner must be designated and the responsibility clearly
documented. This should be the person who has the most control over the
information.

All electronic information must be stored on centralized facilities to allow
regular backups to take place.

Employees should not be allowed to access information until they under-
stand and agree the legislated responsibilities for the information that they
will be handling.

Databases holding personal information must have a defined security and
system management procedure for the records and documentation.

Files which are identified as a potential security risk should only be stored
on secure network areas.

In the case of sharing restricted information with other organization, dis-
closing such information must not be to any other person or organization
via any insecure method.

Where information is disclosed/shared it should only be done so in accor-
dance with a documented Information Sharing Protocol and/or Data Ex-
change Agreement.

Disclosing restricted information to any external organization is also pro-
hibited.

<<
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3. Record Retention and Destruction Policy J

= 3.1.Introduction
i Record retention and destruction is an important substantive component of many of the
¢ laws with which most corporations must comply, and it is often the vehicle by which com-
pliance is established.

= 3.2.Purpose
i The purpose of this policy is to ensure that necessary records and documents of (Organi-
zation) are adequately protected and maintained and to ensure that records that are no

longer needed by (Organization) or are of no value are discarded at the proper time.

= 3.3.Domain
i This Policy applies to all records generated in the course of (Organization)’s operation,
including both original documents and reproductions.
All employees should comply with any published records retention policies.

= 3.4.Policy

Accounting and Finance records include, but may not be limited to:

o Documents concerning payroll, accounting procedures, accounts Payable ledgers
and schedules, accounts receivable ledgers and schedules, employee expense re-
ports, interim financial statements, notes receivable ledgers and schedules. These
should be retained for at least five years.

o Annual audit reports and financial statements should be permanent retained, and
the annual plans and budgets should retained for the time required to implement
them and/or refer to them as needed.

Contracts and Related Correspondence: (including any proposal that resulted in the
contract and all other supportive documentation) should be permanently retained.

(Organization) records: (minute books, signed minutes of the Board and all com-
mittees, corporate seals, articles of incorporation, Contribution records and annual
corporate reports) as well as licenses, property insurance and permits should have a
permanent retention.

It is also possible to destroy documents considered in the judgment of a valuable
documents and have never been used or modified for the last 5 years, only if these
documents are subject to examination or review or were required in an ongoing legal
proceeding, or Instructions/regulations set by the Ministry of Finance decides to keep
them longer. Destruction of those documents only after taking the necessary proce-
dures to record their data or its summary.

<<
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Electronic documents:

e Electronic Documents: including Microsoft Office Suite and PDF files. Retention
also depends on the subject matter.

¢ Electronic Mail: Not all email needs to be retained, depending on the subject mat-
ter, E-mail that needs to be saved should be either printed in hard copy and kept
in the appropriate file, or downloaded to a computer file and kept electronically or
on disk as a separate file.

o Web Page Files: All workstations: Internet Browsers should be scheduled to delete
Internet cookies once per month.

Legal files and papers:

Permanent retention of (Organization) legal archive as follows:

o Files of the judicial proceedings and the decisions of the preliminary and final judg-
ments, decisions and orders of the courts, including all relevant files.

o Legal notes and opinions issued by legal offices.

Personnel records:

o Employee Personnel file should have a permanent retention even after termination
of employee relationship with the (Organization).

o Employment records (including individual attendance records, application forms,
job or status change records, termination papers, test results, training and qualifi-
cation records) shall be retained as needed and for the necessary period according
to (Organization) estimates.

e (Organization) should retained for a period of 2 years all Job interview related
documents (including written examinations, records, lists and all other documents
relating to the exam).

Records and documents: the (Organization) has the discretion to determine the
time required to retain them and the discretionary authority is related to the contin-
ued need of the (Organization) .

e Consultant’s reports.

 Policy and procedures manuals (Original / Copies)

e Annual reports.

3.4.9.2. Once records have been retained for the applicable period of time, set forth
in the record retention.

3.4.9.3. Destruction of finance records should be in accordance to budget and ac-
counts procedures.
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Destruction of financial and personnel-related documents and all paper
documents should be accomplished by a method that prevents retrieval of
this data.

Electronic data contained on all other media should be destroyed by the
physical destruction of that media.

Recorded Destruction in formal documented processes, for data destruc-
tion within the (Organization).

<<
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4, Information Dissemination Policy J

= 4.1.Introduction
i This policy discuss the types of information that can be disseminated to internal and ex-
ternal groups, as well as the methods by which this information is disseminated. Moreover,
this policy explains the specific type of information that will be disclosed and not to be

. disclosed.

Information not to be disclosed
Personal information includes staff records, medical information, information on
salary and benefits.
Financial information.
Legal, disciplinary or investigative matters; the concerned person shall be notified
by official means.
Deliberative information including e-mail, notes, letters, memoranda, draft re-
ports.
All of the confidential information.
Information to be disclosed in connection with other organizations
Initial project abstracts.
Any information the (Organization) deems necessary for dissemination

= 4.2.Purpose
i Is to ensure personal information and confidential information are protected from unau-

thorized use and disclosure and also to facilitate the identification of information to sup-

port routine disclosure and active dissemination of information. This policy was also set to
: protect the intellectual property of (Organization).

4.3. Domain

: This policy applies to all information produced, collected and stored by (Organization).

= 4.4.Policy

44.1. Information which is considered unrestricted can be open to the public and all em-
ployees as well as Third Parties.

44.2. Information which needs to be protected is accessed by authorized access such as
employees, contractors and on a “need-to-know” basis for business related purposes.
This access should be granted for a specific period required and set by higher level
management.

443. Confidential information is limited to individuals in a specific function, group or role.
Pre clearance based on position is required in order to access confidential information
held by (Organization).

44.4. Interm of restricted information where access is granted to limited named individuals
based on job position.

<<
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5. Access to Information Policy J

= 5.1.Introduction
i (Organization) will determine the extent to which security classification needs to be ap-
plied to information assets. The security classification of information assets should high-
light what type of information can be viewed or accessed by members of (Organization)
staff or external parties. The different levels of information particularly sensitive or confi-
dential information will require higher level of authorization for access.

= 5.2.Purpose
i The purpose of this policy is to limit the threat of losing or disclosing data that will affect
: the integrity, availability or confidentiality of data assets, by controlling the access to infor-
: mation with authorizations.

= 5.3.Domain
This policy applies to all reports, research information, and supporting documentation
: originally produced or collected by (Organization).

= 5.4.Policy

54.1.  Authorized individuals only access current and complete information
542.  Authorized users have access to and can use information when required.
543.  Authorized individuals, entities or processes only access information and the value of

intellectual property are protected as needed.
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National Information Security & Safety Authority -@

<<



4 d cilogleodl o liug ol duilngll ddiall
@- National Information Security & Safety Authority

. Josil] alidiaw ¥l durlawr .6

> >

aonde .1.6 =
A8y 2 Liaidl A8 o (o)l 398 Uoy8 (B 5aSy Y Jgahall elasiudl dulus yiti go Sagl
g (0 ilSy g Lasdbagag (Jasl dg2) dulas ] Sugs Lasly el J515 &i8laallg
a8 g9 gl wady €3 OIS slgw 5y Yl 48 e Bl gl digild yu Jlesl

838> yasl ¥ Jlall Juw Sle 3  Le: (Internet/Intranet/Extranet) - d8\=ll &l doalaiV)
G9rSIYN 2l 858900l WISl wlluag Gyl lailusgg Juse il dakily wlizaplly yigaes)
LalaiVl 0d g .duuwball cllo g0 Fiw Lo JS .olalall 185 JoSgigyng cusyiy) dSu b olmdimiag
Jool=zill B9 dLgilalainlg Lalas Jlows (B9 (Jasdll dgz) (olyEl doasd lgalassiu o ol cazn
Apolaedl wldasl) Bl 8 Laisljg Lastlas g o

dg2) alage S peag dS)line willayy Lelas 3 g2 90 JLidll wlogleall detlug ool pllas
paSiue JS @le Gle g g gy daleiall dalaillg wlegleall g o Jol=iy o JSg (sl
L) LBdg ailn il JS ely 29 cslalisgl 03t &8y ddgus yigmesl :

vasll 2.6 =

9 Wla sy §l=iy Lo JSJ Jogadall Elasiwdl daole dass g dwluull 030 F09 = 2yl :

ol (Jostll dg=)g alsgall dylam) aclgll 636 wimisg 389 (Josll dg2) B yiguasl Sraal
Loy 8,0S ybolxal Lagdy=y a8 Sj_e.?s\.l\g wlasall dli) Ciwliall e elasiwl Q:\ ¢z slgwas

Sloasg dakly daleiall dlaimall olasagil oo Lanég dinsdl olizoyll @lass ¢y 9

.
.
.
.
.

digild 5T o Laale (asyiy Log eol€y il

oUaill .3.6 =

d< il Bylgog yiguasl 5)_6_?19 daig yisIyl 5)_6_?31\9 Wleglzall plagiwl Sle dwlbuull 0d o Falais

.
.
.
.
.

slgw JlasVl dalkaily dylslall oluil) 2o Jolzily gley Lo gl (Jwos2ll dg2) Jlast slymy doplll
dg8tn grazxll Jesiy g PG [ U1 9;\ alhgall 9:\ (Josdl dg=) J28 30 5).?;\;\‘_4»4@ 9:\ dSglan culs §

3ylgag LuigySIVl 8y a=Vlg wilagleall Cuwliall elasiwdl Glsi Layd doysall Gl Galas

.
.
.
.
.

(Jos2)l dgz) ylzag ol Lhag du il

dulasal] 4.6

sdasilallg oldl elasuia]
duigyiSIyl 8y amVlg yigueasll &3 gl Lle dlsgamall wlilull (Josll dg=) el liad  .11.4.6
Sl ong Il Wy s (ps gl cduwball 8 s 8yl uall gl dSglasll gV



g ilogle ol dollug ool duibngl dirall

National Information Security & Safety Authority

Sl L88g dyamo daSlall wlagles ol didil ol dwgilal Jiluwgll JW 5 oo
Ll dles
o )1a88 gl 48y u (e NI dlghune adile Lle =85 sl pasiuall dhan ol iy
(Josll dg2) - dalziall dSlall logleo (18 4y 2 yaan b A S

P a8 (Josl dgz)) LSlall wloglee dS)line gl plasiuwl ol L)) Joogll prawd
L alsill oy Ul dadsgll wlillatiey Lol (6395589 4o 2 vae 90 Lo Sga=>
U] (8 dgSIYl 8342 oVl elasiwdl y ulee Gulai ¢ Jobuwe Lalbge JS
ozl plasiwdl oliy dygamoi (golae gadg e Agguo Sylal JS daylsgll
Ol 8ylay) wluliuy gg-abgall aibyiug ol wsng cddnwgell J51s dalaiMl JiaVl
ashan ol @aad) e 8)liiilg ¢ pas il @lasi wl
Uo\)_c:\J dg 6=\ L il dSy>g plilly wlasall da8lye ) z el é\)_é;‘.i! 392
ABlyell Al Ladg elldg dSu il diling Hlall

AV jlasa) Uygs dalailg iyl Ll §u8aill 8 Laas (Juasall dgz) Lo biss
bl 03 g

2.1.4.6

3.1.4.6

4.1.4.6

.5.1.4.6

.6.1.4.6

dSu iy Jaats Lillg (Jeesdl dg=) J dSglanll ysguasi) 8).@.219 ddgasall Sj.e.?:\_)\ J8
J909ll B Sl Al @315 Ol camy casyiyl

s g ggyall dalS d b &= EaSiallg dalai\l) oyl wlals §-8lgis Q:\ )
- Joogll oaeli pae Gyl oo gllaac 32T pas b )l Jgogll dulsal i

&5 )9y dalS) dramo o893 Al plasiwl yigueas 84>l gaas el sy
Jamead of Al J-88 elile Cuomy (J81 9l 3518310 I LAkl bay il 8yae (s
P juf [ @8lye ya& jla=dl (9 Sh Leaic T

Oty Ol ez (ol g2) ) igy iyl apll plasinly padlsgall Guyls ooyl
pyas dgzg - yasm Lailg (Jostll dgz) gy Jiow ¥ ey OLs ddghsall N5
i GUlg (Jmes2ll dg2) dools dwlus Ul Gle Goims Sl @lblall jub is sy
8392 gall SUll gel duwlius 8 3w g LeS censyiyl jue JSib gL Lglas

2.2.4.6

3.2.4.6

4.2.4.6

5.2.4.6

sdosiall e eladuiwl
sLisl agadll 03 (0 adlbgall slac) aty a8g SN A6 dla iVl dujlas ylas ple Sy
dalaiVl 8)la] galsge zlisy a8 (JUiall Juw Le) Loy pg) 2 el dddsgll pgiligguay eludll

<44



[ d g logleoll dolliug (ol dyilngll dlumll
- National Information Security & Safety Authority

(ZlmYl Lle 1355 wleas J8y=) Canaall €ld oS 13 capaall L)) dSuill Jgog Julass )

> >

blis gl go Lblsilly (Jwesll dg2) L albge 6V Wgylall o Wyls Gl s aud Y Las
oLl @ilgally d(Jastll dg=) Sylgo plasiwl il gall gl Llovall goslall amgay (g8 e
Wb sl wlelasi w)l 448 oo

8l of ylamil yadl ol il gbiomy dpamen Sy gl s it (Gl Gg-bm ISLgul
Jass e @13 (8 Loy cdlilas peslg) of oilgd ol cgy1 dysd & Sle gl gl gy sVl
oo Pl Cowlic JSiy daasye i zealn » 24395 9l wuSys gmasd) ¥ JUed)

(Josll dgz) )-8

€3 (8 Lay opiiilly malall Gg-bo iargan dpasall lgall a2 psaall jad Guill
Loyt gl i) ol wlonall oo ddlegigall ygall Jagass ol ¥ JUiall Juw Gle
loiluwgll Slgo Lunlg Lg=ygig ded) y9o M yitill G9-biomy dpammall ysluaall oo
G9-b> 29y amae ol ¢l g gl il Gobion damall B3 =iall
Iy pas i ol pasiwall gl (Jestll dge) ellias ¥ idlg y il

laelasiuwl pae egle o cuiytidl dSid S Jo—oglh pgl 7z yaell g9-albgall
poas s sl 8 it wl pae pgile 2 LaS colally wlizoy Juasil
Ay Bl Al Gle

va35 Jlash pladll e 2T ooy 2 6V (Gluusdl gl ealsdl gl wbiladl) ) Joogl!
[Jo 3l o pal 3929 2w i sl dg=)

ol wlazoyl joasany Ll aie dgally dlall jyamill ddlie onlsd) Gyl
Joad duwwliall 8ylayl 8)liiil (azgiung pd il oLids ol gealy of dudil olagleall
b Jma oo Gl ypaas

3 9l sl B dalelay boly Ml (Josell dg=) I dSgloall yiguasil g2l @laskiw)
9ol el gt slg o

Ol o dgzge wlaasl gl pwlis)l gl wladiall go ddlisl ybgys paads
(J—as)l &)

Ghe LoVl Wl8gysdl Joid g «dSil el Julass gl duieVl wldgysdl Sle y 3l
Gluwsdl gl @alsl ) zodol ol @bl 2 jmaall e Joogh uasd! ¥ Jliall Juw
aSy- il bl Jubass Lol daulsgll wlizlg oo €S 55 @ 13] ausy s i 9
wlilecg (Network Sniffing d< il J51s wLll @945 audlye dulac Alis Hanaid
u::é —c\Millg ( “Distributed Denial of Service “DDOS) d_oazl (o «Hloy=dln o>
A BV 8ygiall damgill wlaglseg (Packet spoofing) bl dsjsx)

1.3.4.6

.2.3.4.6

.3.3.4.6

.4.3.4.6

.5.3.4.6

.6.3.4.6

.7.3.4.6

.8.3.4.6

Y



g ilogle ol dollug ool duibngl dirall

National Information Security & Safety Authority

- J9gwall Eruwo Y| 0y V| ports A SLall u-‘_;\ =9 dleac sy =) pac
s Ul gl Wl oo Gl Al d8le YISl o IS ¢l dpdiny pladl)
ol plaall go 153> bLawl 136 o< ) Lo (paziwall Host Ca naa) dnnsall
b bagall duisgyl JlacV

c ol gl A ol anan ¢l plol ol pasiuall d8alas dylas Jhiz)

Ao B dgalitne wLuids sl ol honeypots ISyl By isa 35bas olLuds olasdwl
031 09 (Jasdll dp=)

Jrsw ls) (e lbgall Host Ch i yaf pasiws Y deasll pad) ol / 8 Jsail
.(denial of service attack d_oasl pa 8y dama (JLiall

[ 8 Jaill diy g9 &l oo Ay Jluyl gl 4l / g [a—olip ¢l plasiwl
»s ol Liloo ddorall a0l 8 cdliuwg 6L Lo pasiue Jas dule Jolass

(Internet/Intranet/Extranet)

(Josl dg2) 2yl Bl 6l ) padbbgall slawly 4asld /e wlogleo slid]

S liao plasiwl dId IS slgw gadlbgall Ju8 s igyiIYl y il ol jagat
dalsiall 3gadll (o Lyl 7)oty vl yiguas dalail yic gl (Josll dg) dalaily
(o2l dg2) dolaiV diumo Wlhwlis B dgaoall elasi wily cduwlull 63 g
Slulus dlgiy Vg BVSTg Bpime Yy 095 O byt eJgdie Ggaill (8 bolysinl
pElasiwl (pgailly cdadbgll wlizly 2o Jlai Y Lasdlaay juiy Vg o Jes2ll dg=)
A3lall oy =e (Joastll dgz) dabil

Ao Gz oagatll e Ll glais (Jesll dg2)s loglaall Ca s &l
¥ 13Sg ((Joosl dgz)y Lol dvlius Slaglss ¢l g @il jadbbgall Lle
o8 blsavl e wlogleall b iat duwlu dlhe waos dlgo ¢ ol daigally dyylil
9ISV il o] pgaill wlilee

0525 9l 323 Ol (S (igy U 5o 1 (1995 dplas 1 (B g-abbgall boy sy Wl oy
s gsblgall Gle ylasd LaS dmwgally Glai Lo JS gus ol dsawg 8y90
0 Gigyisl] ol gl i ol dBiliaag dlalg crly=lg ues Ghe Jas wlbulss
Bygasall LSl wl

dis (Josl dgz)) wladise gl shi ol duasd @l pal ciuws pas gabbbgall Lle
ol Lo @y e yaamilly Lo caloge 08 13)g «(5igyis] s ol (agas whilee (8 boly syl
dg=) B blbge dany Gasd ol Jlga Yl e Yl gL aiSay Wé e (ol s dise

.9.3.4.6

.10.3.4.6

11.3.4.6

12.3.4.6

.13.3.4.6

.14.3.4.6

.15.3.4.6

.16.3.4.6

17.3.4.6

.18.3.4.6

19.3.4.6

<44



>»> ilogleoll dolluwg ool kgl diall '
@- National Information Security & Safety Authority V

SLiedl 8 =iy o e bgall Gle iz LaS diass gl d s L) Wias gl (J—as2ll
(o SIY pail/ gagaill dulac Laiaas il 8y lalsall

dg2)a dols gyl d)%8 Lsle d)lg wllzilg dy)laall wlelsll plasiw jg=u Y .20.3.4.6
oSl s gl g ol Ly Gy Lewd (Joas2ll

44



<«

ilogleodl dolliug ool duilng)l dluall <<
National Information Security & Safety Authority -@

6. Acceptable Use Policy J

= 6.1.Overview
Information security’s intentions for publishing an Acceptable Use Policy are not to im-
pose restrictions that are contrary to (Organization)’s established culture of openness,
trust and integrity. Information Security Department is committed to protecting (Orga-
nization)’s employees, partners and the company from illegal or damaging actions by
individuals, either knowingly or unknowingly.
Internet/Intranet/Extranet-related systems, including but not limited to computer equip-
ment, software, operating systems, storage media, network accounts providing electronic
mail, WWW browsing, and FTP, are the property of (Organization). These systems are to
be used for business purposes in serving the interests of the (Organization), and of clients
: and customers in the course of normal operations.
Effective security is a team effort involving the participation and support of every (Orga-
nization) employee and affiliate who deals with information and/or information systems.
It is the responsibility of every computer user to know these guidelines, and to conduct
their activities accordingly.

.
.
.
.

6.2. Purpose

.
.
.
.

The purpose of this policy is to outline the acceptable use of computer equipment at (Or-
ganization). These rules are in place to protect the employee and (Organization). Inap-
propriate use exposes (Organization) to risks including virus attacks, compromise of net-

: work systems and services, and legal issues.

.
.
.
.
.

6.3. Scope

This policy applies to the use of information, electronic and computing devices, and net-

: work resources to conduct (Organization) business or interact with internal networks and

.
.
.
.
.

.
.
.

business systems, whether owned or leased by (Organization), the employee, or a third
party.

6.4. Policy

6.4.1.1. (Organization) proprietary information saved on electronic and comput-
ing devices whether owned or leased by (Organization), the employee or a
third party, remains the sole property of (Organization). You must ensure
through legal or technical means that proprietary information is protected
in accordance with the Data Privacy Policies.

6.4.1.2. Users have to be aware that they are responsible to report the theft, loss or
unauthorized disclosure of (Organization) proprietary information.

<44
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6.4.1.3. Users may access, use or share (Organization) proprietary information only
to the extent it is authorized and necessary to fulfill your assigned job re-
quirements.

6.4.1.4. Every Employee is responsible for exercising good judgment regarding the
reasonableness of personal use. Individual departments are responsible for
creating guidelines concerning personal use of Internet/Intranet/Extranet
systems. In the absence of such policies, employees should be guided by
departmental policies on personal use, and if there is any uncertainty, em-
ployees should consult their supervisor or manager.

6.4.1.5. For security and network maintenance purposes, authorized individuals
within (Organization) may monitor equipment, systems and network traf-
fic at any time, per Monitoring Policy.

6.4.1.6. (Organization) reserves the right to audit networks and systems periodical-
ly to ensure compliance with this policy.

6.4.2.1. All mobile and computing devices that connect to the internal network
must comply with the Access Control Policy.

6.4.2.2. System level and user level passwords must comply with the Password Pol-
icy. Providing access to another individual, either deliberately or through
failure to secure its access, is prohibited.

6.4.2.3. All computing devices must be secured with a password-protected screen-
saver with the automatic activation feature set to 10 minutes or less. You
must lock the screen or log off when the device is unattended.

6.42.4. Postings by employees from (Organization) email address to newsgroups
should contain a disclaimer stating that the opinions expressed are strictly
their own and not necessarily representing the (Organization)’s opinions,
unless posting is in the course of business duties.

6.4.2.5. Files containing sensitive (Organization) data, as defined by existing Data
Classification and Data Security Policy, which are transferred in any way

across the Internet should be encrypted.

Unacceptable Use

The following activities are, in general, banned. Employees may be exempted from
these restrictions during the course of their legitimate job responsibilities (e.g., sys-
tems administration staff may have a need to disable the network access of a host if
that host is disrupting production services).

Under no circumstances is an employee of (Organization) authorized to engage in
any activity that is illegal under local, state, local or international law while utilizing
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(Organization)-owned resources.

The lists below are by no means extensive, but attempt to provide a framework for

activities which fall into the category of unacceptable use.

6.4.3.1. Violations of the rights of any person or company protected by copyright,
trade secret, patent or other intellectual property, or similar laws or regula-
tions, including, but not limited to, the installation or distribution software
products that are not appropriately licensed for use by (Organization).

6.43.2. Unauthorized copying of copyrighted material including, but not limited
to, digitization and distribution of photographs from magazines, books or
other copyrighted sources, copyrighted multimedia material .. etc, and the
installation of any copyrighted software for which (Organization) or the
end user does not have an active license is strictly prohibited. Accessing
data, a server or an account for any purpose other than conducting (Orga-
nization) business, even if you have authorized access, is prohibited.

6.43.3. Accessing data, a server or an account for any purpose other than conduct-
ing (Organization) business, even with an authorized access, is prohibited.

6.43.4. Exporting software, technical information, encryption software or technol-
ogy, in violation of international or regional export control laws, is illegal.
The appropriate management should be consulted prior to export of any
material that is in question.

6.43.5. Using the (Organization)'s computing asset to actively engage in procur-
ing or transmitting material that is in violation of any harassment or hostile
workplace laws in the user’s local jurisdiction.

6.43.6. Making fraudulent offers of products, items, or services originating from
any (Organization) account.

6.43.7. Making statements about warranty, expressly or implied, unless it is a part
of normal job duties.

6.4.3.8. Effecting security breaches or disruptions of network communication. Se-
curity breaches include, but are not limited to, accessing data of which the
employee is not an intended recipient or logging into a server or account
that the employee is not expressly authorized to access, unless these duties
are within the scope of regular duties. For purposes of this section, “disrup-
tion” includes, but is not limited to, network sniffing, pinged floods, packet
spoofing, denial of service, and forged routing information for malicious
purposes.

6.4.3.9. Port scanning or security scanning is expressly prohibited unless prior noti-
fication to Information Security Department is made.
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. Executing any form of network monitoring which will intercept data not in-

. Introducing honeypots, honeynets, or similar technology on the (Organiza-

. Interfering with /or denying service to any user other than the employee’s

. Using any program/script/command, or sending messages of any kind,

. Providing information about, or lists of, (Organization) employees to par-

. Blogging by employees, whether using (Organization)’s property and sys-

. (Organization)’s Confidential Information policy also applies to blogging.

. Employees shall not engage in any blogging that may harm or tarnish the

. Employees may also not attribute personal statements, opinions or beliefs

. (Organization)’s trademarks, logos and any other (Organization) intellec-
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tended for the employee’s host, unless this activity is a part of the employ-
ee’s normal job/duty.

tion) network with no permission.

host (for example, denial of service attack).

with the intent to interfere with, or disable, a user’s terminal session, by any
means, locally or via the Internet/Intranet/Extranet.

ties outside (Organization).

tems or personal computer systems, is also subject to the terms and restric-
tions set forth in this Policy. Limited and occasional use of (Organization)’s
systems to engage in blogging is acceptable, provided that it is done in a
professional and responsible manner, does not otherwise violate (Organi-
zation)’s policy, is not detrimental to (Organization)’s best interests, and
does not interfere with an employee’s regular work duties. Blogging from
(Organization)’s systems is also subject to monitoring.

As such, Employees are prohibited from revealing any (Organization) con-
fidential or proprietary information, trade secrets or any other material cov-
ered by (Organization)’s Confidential Information policy when engaged in

blogging.

image, reputation and/or goodwill of (Organization) and/or any of its em-
ployees. Employees are also prohibited from making any discriminatory, dis-
paraging, defamatory or harassing comments when blogging.

to (Organization) when engaged in blogging. If an employee is expressing
his or her beliefs and/or opinions in blogs, the employee may not, expressly
or implicitly, represent themselves as an employee or representative of (Or-
ganization). Employees assume any and all risk associated with blogging.

tual property must not be used in connection with any blogging activity.
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7.Password Policy J

=7

.1. Introduction

. Password is an important information security component. They are used for user authen-
tication to prove identity or access approval to gain access to a resource, and used in many
ways to protect users, data, systems, and network, and also used to protect files and other
stored information from access from unauthorized individuals both internally and exter-
nally.

Since strong passwords one of the effective security controls, and given the need of pass-
words for high-priority matters, this requires strong, highly encrypted passwords so that
would be hard to predict.

7

.
.
.
.

.2. Purpose
To provide a set of minimum security standards governing the use of passwords for (Orga-

: nization) information technology systems.

7

.3.Domain

: This policy applies to all (Organization) Staff.

This policy applies to all username and password pairs on all devices, systems and applica-
tions that are part of the (Organization) network that provide access to (Organization)
owned information.

=7

4. Policy

7.4.1.2.  All users must choose passwords that cannot be predicted easily. It should
be a combination of the four available character types: Alphabetic, Com-
bination of both upper and lower case letters, Numeric: 0 to 9, and Special
Characters.

7.4.1.3. Users shouldn’'t use popular, easily predictable passwords, such as names,
birthdays, or phone numbers.

7.4.1.6. In case of using a common word, users should mix the characters, so it
doesn’t give a clear meaning.

7.4.1.7. Implement strict controls for system-level and shared service account pass-
words.
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7.4.2.1. Al passwords should be treated as sensitive, confidential information at
(Organization).

7.4.2.2.  Users shouldn't write password down or store it in an insecure manner any-
where in the office, and shouldn’t store passwords in a file on a computer

system or mobile devices (phone, tablet) without encryption.

7.4.2.4. System level passwords (e.g. Root, Administrator) must be stored within an
encrypted password vault.

7.4.3.1. Passwords should not be shared or disclosed, and shouldn’t be written in an
explicit manner, and it should be changed immediately in case of disclosure.

7.4.3.2. During access to accounts, users should be aware of obtrusive people while
typing password.

7.4.3.4. Users should change passwords whenever there is any indication of possi-
ble system or password compromise

7.43.5. Passwords used for shared accounts should be changed immediately if
compromised or when a holder transfers or leaves the (Organization).

7.4.3.7. Where possible, users must not use the same password for various (Organi-
zation) access needs.

7.43.8. Users must not use the same password for (Organization) accounts and
devices as for other non- (Organization) access.

Initial passwords: Users must require a change of the initial passwords they receive,

and force expiration of initial passwords.

7.44.1.  Users must change their initial passwords they receive and before expira-
tion; in order to ensure that passwords not to be leaked to other users.

7.4.4.2. Temporary passwords should be given to users in a secure manner; the use
of third parties or unprotected (clear text) electronic mail messages should

be avoided, and it shouldn't be transmitted in plain-text.

7.4.4.4. Establish procedures to verify the identity of a user prior to providing a new,
replacement or temporary password.

<<
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Require screening of new passwords against lists of commonly used or compromised
passwords.

Access to internal and private systems must be prevented after 3 false attempts within
a period of time not exceeding 15 minutes. Prevention lasts for a minimum of 30 min-
utes and a maximum of 3 hours.

Users should be required to sign a statement to keep personal passwords confidential;
this signed statement could be included in the terms and conditions of employment.

All users are responsible for reporting any suspected misuse of passwords. Any user
suspecting that his/her password may have been compromised must report the inci-
dent and change all passwords.

All users must be aware that they are solely responsible for protecting their password.
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8. Email Usage Policy J

= 8.1.Introduction
i E-mail is the primary communication tool in most business areas for its speed and efficien-
cy, and because it is an expressive reliable tool, misuse of it can post many legal, privacy
and security risks. Thus it's necessary to develop a policy to understand the appropriate

use of email to avoid such problems. This policy outlines the minimum requirements for
: use of email within (Organization) Network.

8.2. Purpose

: The purpose of this policy is to ensure the proper use of (Organization) email system and

make users aware of what (Organization) deems as acceptable and unacceptable use of

¢ its email system, and to ensure that every user has a responsibility to maintain the (Orga-

nization)’s image, to use it in a productive manner and to avoid placing the (Organiza-
: tion) at risk of legal liability based on their use.

8.3.Scope

This policy applies to all employees, vendors, and agents operating on behalf of (Organi-
: zation), and to the Email system in use within (Organization).

= 8.4.Policy
8.4.1 Email Account:
8.4.1.1. Every employee is granted an email account, and it must be uniquely iden-
tifiable.
8.4.1.2.  When creating a new user email, the user must be enforced to change his/
her password at next logon. The system must be configured to enforce the
users to change their passwords.
8.4.13. All user emails must have a password that complies with (Organization)’s
Password Policy.
8.4.1.4. Email box size must be controlled by a quota, and every user is responsible if
they exceed the limited capacity, users must periodically archive the import-
ant mail and delete them from the inbox.
8.4.2. Use of email:
8.4.2.1.  All users must adhere to the following when using (Organization) E-mail
facilities:
8.4.2.2. (Organization) email accounts should be used only for (Organization)

business-related purposes to help employees in their job duties, and not to
be used for personal purposes.
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8.4.2.3. All (Organization) data contained within an email message or an attach-
ment must be secured according to the Data Privacy Policy.

8.4.2.4. Great care must be taken when attaching documents or files to an email.
Letters, files and other documents attached to emails may belong to others.
By forwarding this information, without permission from the sender, to an-
other recipient user may be liable for copyright infringement.

8.4.2.5. All users should be cautious when opening e-mails and attachments from
unknown sources.

8.4.2.6. Users should be aware that e-mails may be subject to audit to ensure that
they meet the requirements of this policy. This applies to message content,
attachments and addresses and to personal e-mails.

8.4.2.7. Users should not disclose account passwords or allow anyone else to use
their accounts, and shouldn’t use another user account.

8.4.2.8. (Organization) must set out a clearly detailed procedure to handle Email
account in the following cases (resignation, dismissal, suspension).

8.4.2.9. If recognizing or noticing an actual or suspected security issue, users must
contact the Information Security Department and report immediately.

8.4.2.10. Attach each email with a text signature with the name, job, telephone num-
ber, department and the name of (Organization).

8.4.2.11. The user should be aware that he / she is solely responsible for the contents
of the messages sent through his / her email account.

8.4.3.1. The (Organization) email system should not to be used for the creation
or distribution of any disruptive or offensive messages. Employees who
receive any emails with this content from any (Organization)’s employee
should report the matter to their supervisor immediately.

8.43.2. Use (Organization) email account to sign in any of social media websites
unless for a business related purposes, and must have an approval from

higher management.

8.4.3.4. Tampering with email content or addresses of redirected messages or at-
tachments without getting an approval.

8.43.5. Sending unsolicited email messages, including the sending of “junk mail”
or other advertising material to individuals who did not specifically request

such material (Spam Emails).

8.4.3.7. Creating or forwarding “chain letters”,“Ponzi” or other “pyramid” schemes of
any type.

<<
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9. Internet Usage Policy J

= 9.1.Introduction

- Internet is now the most utilized source of information, it provides access to endless
sources of data, ideas, research and news. Concurrently easing the access of users to these
sources encouraging them to optimize their usage of Internet.

Access to the Internet by personnel that is inconsistent with business needs results in
the misuse of resources, this may present (Organization) with new risks that must be
addressed to safeguard the its vital information assets. Additionally, (Organization) may
face loss of reputation and possible legal action through other types of misuse. Having the
Internet Usage Policy in place helps to protect both the business and the employee from
the misuse of using the Internet.

= 9.2.Purpose

i Internet usage policy aims to provide employees with rules and guidelines regarding the
: appropriate use of (Organization) equipment, network and Internet access to ensure that
: employees make the most effective use of the Internet

= 9.3.Scope
i This policy applies to all Internet users (employees, contractors, and all third parties) who
access the Internet through (Organization)’s computing or networking resources and to
its related services.

= 9.4. Policy
9.4.1.
9.4.1.1
9412,
94.13.
94.14.

Access to the Internet must be approved and provided only if reasonable
business needs are identified. Internet services will be granted based on an
employee’s current job responsibilities.

User’s Internet access requirements should be reviewed periodically by (Or-
ganization) departments to ensure that continuing needs exist.

Employees of the (Organization) are allowed to use internet for (Organi-
zation) business-related purposes, and in a way that consistent with this
policy and doesn’t conflict with (Organization) rules and laws.

(Organization) reserves the right to impose the permitted capacity for the
use of the internet, as the competent technical authority deems appropri-
ate to the requirements of each department.

Allowed Usage: Users should be aware of the allowed usage of (Organization)’s In-

ternet resources.
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9.4.3.1. Users must not use (Organization) computer resources to access the Inter-
net for personal purposes, without approval from the user’s manager and
the IT department.

9.43.2. Allusers should be aware that (Organization) network creates an audit log
reflecting request for service, both in-bound and out-bound addresses, and
is periodically reviewed.

9.43.3. Users who choose to store or transmit personal information such as private
keys, credit card numbers or certificates or make use of Internet “wallets”
must be aware that they do so at their own risk. (Organization) is not re-
sponsible for any loss of information, such as information stored in the wal-
let, or any consequential loss of personal property.

9.43.4. Users must be aware that they are fully responsible for their computer de-
vices and the use of them, and they have to be aware of the security and
preserve of IT resources.

9.4.3.5. Users must contact the Information Security Department and report imme-
diately if recognizing or noticing an actual or suspected security issue.

9.4.4.1. It'sstrictly prohibited to use the Internet in a way that may damages the (Or-
ganization)’s network, or to expose any security vulnerabilities or to help in
spread any harm or illegal applications.

9.4.4.3. Users must not use (Organization)’s name or any of its departments or em-
ployees unless there is a written approval to do so.

9.4.4.5. Publishing any of (Organization)’s information or any of its employees
without consent to do so.

9.4.4.6. It's prohibited to decipher/decrypt/decode other’s data in any information
systems without a consent from targeted party.

9.44.7. Copyright, orintellectual property rights to any data, applications, programs
or information must not be infringed.
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. Use of the Internet for any illegal purposes is prohibited. Examples include

. It is prohibited to waste information resources or to make any change on

. It is prohibited to create a website or account on social networking sites

. Must not contact or access to any other information resources unless

. It’s not allowed for (Organization)’s employees to use informational re-

. Internet connection of (Organization) shouldn’t be used for commercial,

. Itis prohibited to create unauthorized electronic copies of documents that

It's prohibited to monitor electronic communications by other users for the
purpose of espionage and privacy violation.

Users should not abuse the usage of internet in a way that affect other users
or the performance of devices and networks.

sending media contains violence, threat, fraud, obscenity or illegal material
that cause any harm to any person or authority or its cyber security.

them without an approval.

representing (Organization) or its departments without a permission.

through available channels and officially authorized by (Organization).

sources in a way that waste their time.

political, or personal purposes, or for commercial or marketing profit.

pertaining to (Organization) and to its departments, or any material pro-
tected by copyright for the purpose of publishing or sending them through
(Organization)’s network.

<<
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10. Workstation Security Policy J

= 10.1. Introduction
i User’s workstation including computers and peripherals (printers, scanners, laptops, etc.)
are used in daily performance in a reasonable and proportionate manner that compatible
with (Organization)’s objectives and strategies. This policy outlines the minimum require-
ments for the use of computers and peripherals within (Organization).

10.2. Purpose

i The purpose of this policy is to protect users and workstations from potential risks by de-

fining policies and procedures for the use of computers and peripherals within the (Orga-

. nization).

10.3. Scope

: This policy applies to all employees and users who use computers, peripherals and associ-

. ated services.

= 10.4. Policy

Users are only allowed to use their computer devices. They shouldn’t use or attempt
to access other’s devices.

Users must be aware that they should be fully responsible for the proper use of all
resources allocated to them, including computer devices, peripherals and software.

Users are not allowed to access network using personal computers, tablets and smart-
phones, unless authorized by IT department.

Users must not attempt to access to unauthorized parts of the network, such as the
main operating system, security software, etc., without getting an approval to do so.

Users must not install, or use any software, tools, or devices that may damage soft-
ware, hardware or system components.

Users must be aware that it’s prohibit to install or use any tools commonly used to
attack security systems or to penetrate computer systems or other networks (such as
password detectors, network scanners, etc.).

Personal privacy and the rights of others should be respected, and shouldn’t attempt
to obtain data from other users, as well as other programs or files without prior per-
mission.
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Special approval from Information Technology Department required prior to installa-
tion of any special software or hardware on the (Organization)’s systems.

When the computer is returned, Information Technology department reserves the
right to scrub the hard disk of any data and reinstall all of the standard software. Users
must be aware that they are responsible for any data they leave on the laptop when it
is returned to the (Organization).

. Information Technology department reserves the right to recall all equipment out
on loan in order to perform upgrades to software, and/or hardware replacement/up-
grades at any time.

. IT staff should not login into user’s devices for maintenance work unless the permis-
sion is taken directly from the concerned user.

. Users must be aware that computers and peripherals are available to serve employ-
ees and users to perform better work, therefore cannot be used for personal purposes
under any circumstances.

. (Organization)’s staff are prohibited from using their own network equipment in-
cluding, but not limited to, LAN cards, Wireless Cards, Routers, Switches, Network Ca-
bling, and network-ready Printers.

. It’s prohibited to add unauthorized network gear to (Organization)’s network, that
may affects network stability and can potentially result in hard-to-diagnose problems.

. Users must logging computer using their username and password, and when leaving
the device even for a short period of time, they must lock screen with password.

. Users shouldn't save files, documents, or any media into hard drivers that are unrelat-
ed to job.

. Non-employees should not be allowed to use computer devices at (Organization)
without an official written permission.

. Users should not disable Anti-virus and malware software on (Organization) com-
puter devices, and they should always check any data storage mediums (e.g. CDs,
Hard drives, flash memory, etc.) before opening any file or program.

. Users shouldn’t copy any material or software from (Organization)’s computer devic-
es to distribute outside (Organization) without a written consent to do so.
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11. Malware Protection Policy J

= 11.1.Introduction
i The software and hardware that make up the computer networks are essential resources
for (Organization). They aid staff in carrying out their everyday duties and without these
important communication systems would not exist. Computer viruses pose considerable

risks to these systems. They can cause them to run erratically, cause loss of information,
: and information to become corrupted, with the consequential loss of productivity for the
: (Organization).

11.2. Purpose

This policy is designed to give guidance and direction on minimizing the risk of a virus
: infection, and what to do if they are encountered.

11.3. Scope

: This policy applies to:
o Allemployees whilst using (Organization)’s equipment and accessing the (organi-

= 11.4.Policy

zation)’s Network at any location, on any computer or Internet connection.

o Other persons working for the (Organization), persons engaged on business or
persons using equipment and networks of the organization.

« Anyone granted access to the network.

11.4.1.1.

Always run (Organization) anti-virus standard, supported anti-virus soft-
ware is available from (e.g. the corporate download site). Download and
run the current version; download and install anti-virus software updates as
they become available.

. NEVER open any files or macros attached to an email from an unknown,

suspicious or untrustworthy source. Delete these attachments immediately,
then “double delete” them by emptying your Trash.

. Avoid direct disk sharing with read/write access unless there is absolutely a

business requirement to do so.

. Always scan a portable storage media from an unknown source for viruses

before using it.

. Back-up critical data and system configurations on a regular basis and store

the data in a safe place.

cilogleodl dolliug ol duilngll ddsall 44
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. Users must not undertake any activities with the intention to create and/or
distribute malicious programs (e.g. viruses, worms, Trojans, e-mail bombs,
etc) into (organization) network(s) or system(s).

. Users MUST inform the IT Service Desk immediately if a virus is detected on
their system.

11.4.1.10.1T system(s) infected with a malware/virus that the anti-virus software has

11.4.1.1

not been able to deal with, MUST be disconnected/quarantined from (Or-
ganization) network until virus free.
1.If a user suspects the system may be infected, the following actions must be
taken:
e Inform the IT service desk immediately.
e Switch off the machine.
e Ensure no-one uses the machine.
e Be prepared to inform IT of any actions taken which may have caused

the infection.

11.4.2.1

. Approved Anti-virus software MUST be made readily available for all em-
ployees and the IT department personnel MUST exclusively correctly install
and configure it on all supported endpoints and servers across all the (Or-
ganization)’s IT systems.

. Anti-virus software updates MUST be deployed across the network auto-
matically following their receipt from the vendor and it must be configured
to check for these updates every 60 minutes daily.

. Virus and malware signature updates MUST be deployed across the network
automatically following their receipt from the vendor and it must be con-
figured to check for signature updates every 10 minutes daily. All the end-
points must be configured with the secondary anti-virus update server so if
a device is not checked in on the (Organization) network then updates will
be installed from the secondary server.

. Anti-virus software MUST be configured for real time scanning and regular
scheduled scans.

. On-access scanning MUST be configured within Anti-virus software for re-
movable media and websites.

. Anti-virus server MUST be monitored on a daily basis by a nominated staff
within IT department’s team for virus alerts and any issues which cannot be
resolved remotely via centralized management console must be escalated
to the IT Service Desk where an incident will be raised, and a technician as-

signed to immediately investigate.
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11.4.2.7. Inthe event of a virus infection which infects multiple devices (more than 3
devices) at the same time. A root cause analysis report should be completed
by the technician for (Organization) Cybersecurity Senior Staff.

11.4.2.8. Semiannual Anti-Virus compliance reports MUST be provided to (Organiza-
tion) Cyber Security Senior Staff, Branch Manager (if any) and IT Strategy &
Planning Team by a preset date.

11.4.2.9. Tamper protection MUST be enabled to prevent end users or malware alter-
ing the anti-virus software’s configuration or disabling the protection.

11.4.2.10.1f a user suspects the system may be infected and inform the IT service desk,
The IT Team will:

Check the infected PC and any media.

Rebuild the PCif the infection is severe (e.g. Dridex, Ransomware).
Check any servers that may have been accessed from the infected sys-
tem.

Attempt to determine the source of the infection.

Ensure the incident is logged.

<<
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12. Security Awareness & Training Policy J

.

: Formal information security awareness will aid in the protection of data, personal, intel-

12.1. Overview

lectual property, financial, or restricted and sensitive information, networked systems, and
applications entrusted to and utilized by the (Organization), by providing a broad under-

standing of information security threats, risks and best practices.

Humans, while most of the times considered the weakest link in an organization’s cyber
defenses, are could be in reality, the most powerful shield an (Organization) can leverage
against cyber-attacks. With the right training and support, they can turn the workforce
into the best line of defense against cyber criminals.

Whereas “awareness” implies a basic level of understanding about a board range of infor-

mation security matters, “training” implies more narrowly-focused and detailed attention

: toone or more specific topics. Information security training empowers individuals to make

better decisions, not only in how to recognize and respond to potential cyber-attacks,
but also to be sure they aren’t inadvertently putting data at risk in their day-to-day work.
Awareness provides the foundation level of knowledge and understanding for training to
build upon security awareness and training are complementary approaches.

This policy specifies an information security awareness and training program to inform

and motivate all workers regarding their information risk, security, privacy and related ob-

: ligations.

12.2. Purpose

i The purpose of this policy is to raise the awareness of information security, and to inform

and highlight the responsibilities employees have regarding their information security ob-

: ligations.

12.3. Scope

i This policy applies to all (Organization)’s employees, temporaries, and all (Organiza-

tion)-Related Persons with access to its Information or computers and systems operated
: or maintained on behalf of the (Organization).

12.4. Policy

12.4.1.1. Allemployees must be informed about relevant, current information securi-
ty matters, and motivated to fulfill their information obligations.

12.4.1.2. Information Security Department [or equivalent department] must orga-
nize at least four workshops per year and it is mandatory to attend of every

employee and his/her respective manager will be informed.

<<
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. All employees with access to (Organization) information resources must

complete security awareness training within the first 30 days from date of
hire. Information Security training must be completed annually.

. Information Security Department must take help of brochures, Posters,

Screen Savers to increase the Information Security awareness at the (Orga-
nization).

. A Security Awareness Booklet and Brochure should be given to every em-

ployee. The last page needs to be signed by the employee.

. Knowledge of security policies is one of the areas that must be assessed

during appraisal of the employee.

. The policies and procedures must be incorporated into (Organization)

practice to maintain a high level of security awareness which demands reg-
ular training of all employees and contractors.

""" Security awareness must be conducted as an on-going program to ensure
that training and knowledge is not just delivered as an annual activity, rath-

er it is used to maintain a high level of security awareness on a daily basis.

. Information Security Department must assemble the Security Awareness

Team: this team is responsible for the delivery development, of the security
awareness program. It is recommended the team be staffed with personnel
from different areas of the (Organization), with differing responsibilities
representing a cross-section of the (Organization).

12.4.1.10.Determine Roles for Security Awareness: Role-based security awareness

124.1.1

must provide the (Organization) a reference for training personnel at the
appropriate levels based on their job functions. The training can be expand-
ed upon—and subject areas combined or removed—according to the lev-
els of responsibility and roles defined in the (Organization).

1.The awareness team must define metrics to assess Awareness and Training:
metrics can be an effective tool to measure the success of a security aware-
ness program, and can also provide valuable information to keep the se-
curity awareness program up-to-date and effective. The particular metrics
used to measure the success of a security awareness program will vary for
each organization based on considerations such as size, industry, and type

of training.

12.4.1.12.The awareness team must have a Security Awareness Program checklist to

help (Organization) plan and manage their security awareness training
program. NISSA Checklist may be used to assist with security awareness
training.
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12.4.2.1.

. Additional role-based security awareness training must be required for em-

. Training program must include Annual mandatory training, Scheduled

. Training completion certificates and results must be maintained in the in-

Information Security Department must define and ensure the implementa-
tion of an information security awareness training program.

ployees whose responsibilities require Elevated Access, including access to
Regulated or Confidential Information, as defined in the (Organization)’s
Information Classification Policy. Role-based training must be completed
on an annual or periodic basis.

awareness surveys, Periodic unscheduled awareness assessments to assure
compliance with the training. And Feedback surveys to improve our aware-
ness training and education program.

dividuals Human Resources personnel file, as part of the permanent record.

<<



>»> ilogleoll dolluwg ool kgl diall '
- National Information Security & Safety Authority \’

> >

§ AN AL failusgl! Gl <13

oo . 1.1

3=

onasll 8 a2l Jols dniall g daliseall oyl g oo degame o A ALEN baslug)l
Uai Jase 5 5Ll 15g00al Ja= om0 Lailhl oSang Soluim VI gruwil) gl bl Jau paseius sillg
8 Lay dabiall 8, 51301 8y 419 DVD (01, 81g CDs dbogziiall poly 81 I A LA basluvgll Joiis
Ayl o), 815 (USB) AL 8,159 8,SIA wlllay ll

Lol aseimly oSay Ciam B3g2 3 g 8yl zealyl HLiamy LBgyma asas &I dLAN il s
iaslnllg dyy sl UL ola88) 8y lie Lalayy o3 2.8 LaS gy Il d o0 8Ll ol Jos
00 yiiS S S ] el 6350 288 Laadd 13> Jgull 5o a3l Giymg oluwdall ge aasll 8
A5 e Gle Jls 3929 pas o Lo dsawll B TuST) 5 0)900 Gasd Las dgs diyseall @bl
Jonall 0a 89

Osodiuall 2ias 8 O ddlyW AL Iaslwgl 5)_e_>;\ Elasiw ) ESoull dwlu) 0d B tisadg §
)Y Glaglzall Lizglgiss wlasag ol dalkaly wleglzall L)) Jgaog ds\So) agaa) gadll
daaoyll JlasVIBla|

vaall 2.1

3

AL aslwgl elasiwl Joo dpapdatill baylgaally oilggumall aams g0 dwlull 030 o byl
@bl Hlads ylas e eVl asdl Ll Juldill Lle Jasell ¢lldg anbilul delw le Llasl dllyy
5302 )Ll clazmayly & lol yas J 1859 o Joasll dg) gy b diions il duwluucsllg dyyaall
i) lasleall Jool O] gl a ) of Jyasi of a2yl yub o B @ ialy gy yiges)l

JlasV (adg gl 1usls ) o5 a8 il (Jos2l

3§

Badlaiall AT BV Lleg (Jasall dg2) 9 £lSyillg pablbbgall maes he duwludl 03 Galats
(Josll dp=) w 9\ LaSlas L;‘J\ 0)_6.?‘:)\ Faaz u.b_sz_»g gl ) Joogll Lgisay U.n_)\9 Laso g
8342V 030 2o pasiuig AW ALE Wilwg Glg

dunlasl! .4.13 =

e (Jeostl dgz) bl uysa of Joail A illg AW AL lasluwgh sly i ooy 111413
Basiszall §ylall

Lg: dlagipe ealpg wlase Glg AW dL\AN Wiluwgll 8y gl muas cuniiy slyd camy 21413
[ L0 @b gl] wlogleall Lz glgiss auwd /8))s] dlawlgs



' ilogle ol dollug ool duibngl dirall <<
\’ National Information Security & Safety Authority - @

Azgn ¥ Ll el 8 Y] (Joasall dgz) 8 A ALMAN dnslungl) plasiwl caz Y 3.1.4.13
(sl Gyl / dS il dS)Line 1) cawlin Jody Laad

Ul igarasil 8y a3 (Jos2l dg=) I dSgloall Al AL Lsluwgll Juwogi cioa Y 4.1.4.13
Slogleall LinglgiSs e wd /8)la] J18 o gy dbslge 0gs Woyzlius of La<las ¥
[l Lo s o]

1n 88 (Jasll dgz) J dSglanll Al AL Wnilungll plasdiwl (aabbgall le ooy 51413
AW dLEN lasluwgll 83g21 plasiwl pas oo (Jesdll dg2) I d=lill cgijaml 8
ooyl JlasVl s>y lgalasiwl o @bl ¢l gyl (Josll dg2) LpSlias ¥ il
8y=liuall gl dSglaall wlogleall Lizglgiss 83421 o ¢l @ pasiuwd W (izg i)
(Jos2ll dgz) )

witlx lly ULl G35 o daiyV I LA asluwgll 8 g1 elasiwl oY .6.1.4.13
(&I gyl 83929 Joass

Wilusgl 8 Jaul gl il diloc oLl doasiumall (Josll dg2) lly ad> oY 71413
A AL nslusgll Ll dshsee @bl ¢ gruwd Jas o camxy . la 88 A d L8
wbbl 85 @ty Gio a5 il Joatall yiguesl Gle jaaell Uas Sle 83g-2g0
2T U 6 y5g0eS o laniy

bl dale> 2.4.13

A A LN miluwgl Lle dspsall wbilull cowbiall gle¥l Goime yudgi oy 12413
b 5 ey i wlns g WUl Cayiat s elldg sl ol Jaill wlilac s
ohe Has dlis o< el ddle (8] ULkl elales Gle yull dalS gasg ol wlbibul)
Lainyae gl Lalss s Ll woliludl 0 88 o o (sl dg=)

A dL\aN ilwg)l 8y g2l Lle dsysall (Josll dg2) 0Ll goas pd ds oy 22413
y yand) UL b 85 o dmies Wo)d 35 d51S0) pae Al (B9 elld p<al Laiu
Al g

18 88 (59Sy oyl s AW AN Wsilusgh Lle dwluslg dyyull wlogleall ooy .3.2.4.13
La8g Laiyas aie Wb i (g dipse Jlast slal 8 lgalasi wy 8)g, vl aic
Loy pdddll Joo @lobiy) judgi cazm LasS (Juas2ll dgz) J Joaball pd il dunlul
bl gall Ly (sog-oll zolylly 83-g2 Y1 elld B

slwgll Jonogs ais Hlall wluzoslly wluwgpdll pamd ol plasiwl iy 4.2.4.13
21 5lez gl ddh dLal

yseall oLl A ELAN Wslugll g dylass) (ols Sy jasdl 593 sy .5.2.4.13



«

4 d cilogleodl o liug ol duilngll ddiall
@- National Information Security & Safety Authority

Insling @paz 533 ez - SlyaSl Jasll ol Calill of 48yl ol gluall oo Ly
Aokl y blsall 03 o Julddl Jol (e wawlie Sy diel dbu 8 gaysxll

seSuimall Gldggue .3.4.13

AL sl plasxiuwl o go aSl wlaglzall Jgmol (Slog Graan Ll iy 13.4.13
slungll elasiwl 2 ie) dudil laslgall Goubas il ag) jo-ox LaS Al 03 s
Aume Bgy by Jaill d LAl

dLlal ailwgll plasiwy d o> &2 ) O (Josll dgz) Saloge = Q:\ = .2.3.4.13
o) panlasiwy popal Gle pglgns oo Gulgue el pgllact 8 dlil

(Josll dgz) bl oy ol Jau) Al LN duaseill 1ailug)) Elasinl jg=u Y .3.3.4.13

Sl aige o @LL J-as AW A LA aslwgll 8 g pasiuwg g0 Gle iy 4.3.4.13
Flusdl gl sVl Ciiss Sle Laysg Bald (9-Ss oylg lasdl Jau drwliall &8l
Lalaig lgolasiwl ¢Ls]

AW Bl deVlg adleiall Jad o A ALAN sluwgll plasiuwl 035 Ol iz 5.3.4.13
AN Bl VI E s @Ull dles &l Ladgg ((Jmasl dgz) 5o 40 a0

AW AL Wilwgll a1 oo palsill  .6.3.4.13

s ez 4l gl dglasall AW LN IaSluwgl 8 a1 elasiwl pae iy 7.3.4.13
P [ Al pwdl) o] wlogleall LizglgiSs awd jlas| gueasiwall g oz
A=l i

O Laie palsall oy o 5118Vl Layac dlas Ll A LA Wnsluwg)l Jas Leaic  .8.3.4.13
JoSg el Yy golall yreaill Gyl

> >



<«

ilogleodl dolliug ool duilng)l dluall 44
National Information Security & Safety Authority -

13. Removable Media Policy J

1

3.1. Overview

: Removable media refers to any type of computer storage devices that are not fixed inside
a computer which used for backup or transportation of data, they can be removed from a
computer while the system is running. Examples of removable media include CDs, DVDs,

Solid state memory devices including memory cards, flash memory (USB), as well as dis-
kettes.

Removable media is a well-known source of malware infections and has been directly tied
to the loss of sensitive information in many organizations, it is very easy to lose, which can,
and does, result in the compromise of large volumes of information. The loss of media can
result in significant reputational damage, even if there is no evidence of what exactly has

: been lost. It can be utilized by attackers to transport malicious software from one environ-

ment to the other.

This policy made to control the use of removable media devices by all users who have

. access to information, information systems and IT equipment for the purposes of conduct-
: ing official business.

1

3.2. Purpose

. The purpose of this policy is to outline organizational responsibilities and controls around

the use of removable media, to maintain the integrity of data, by minimizing the risk of
¢ loss or exposure of sensitive information maintained by (Organization), and reducing
: the risk of acquiring malware infections on computers operated by (Organization), and

: to prevent unauthorized disclosure, modification, removal or destruction of (Organiza-
: tion)’s information assets, and disruption to business activities.

.
.
.
.

.
.
.
.
.

3.3.Scope
This policy applies to all employees and partners of the (Organization), and to contrac-
tual third parties who have access to (Organization) information, and covers all devices

: owned or operated by (Organization), and any removable media used with those devices.

1

3.4. Policy

13.4.1.1. Any removable media used to transport or store any (Organization) data
should be purchased via approved channels.

13.4.1.2. All removable media devices and any associated equipment and software
must only be purchased and installed by IT Department [or equivalent de-

partment].

<<
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. The use of removable media within the (Organization) should only be

. (Organization)’s removable media may not be connected to or used in com-

. Staff must only use (Organization)’s removable media in (Organization)’s

. Removable media devices must not be used for archiving or storing records

. Removable media should not be the only place where data obtained for

ilogleoll dolluwg ool kgl diall "
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used in cases where no suitable alternative exists (e.g. sanctioned network
shares/cloud storage).

puters that are not owned or leased by the (Organization) without explicit
permission of (Organization)’s IT Department [or equivalent department].

devices. Non-(Organization) owned removable media devices must not be
used to store any information used to conduct official (Organization) busi-
ness, and must not be used with any (Organization) owned or leased IT
equipment.

as an alternative to other storage equipment.

(Organization) purposes is held. Copies of any data stored on removable
media must also remain on the source system or networked computer until
the data is successfully transferred to another networked computer or sys-
tem.

13.4.2.1.

. All (Organization)’s data stored on removable media devices must be en-

. Confidential and Sensitive information must be stored on removable media

. Virus and malware checking software must be used when the removable

. Special care must be taken to physically protect the removable media de-

While in transit or storage the data held on any removable media devices
must be given appropriate security according to the type of data and its
sensitivity. Encryption or password control must be applied to the data files
unless there is no risk to the (Organization) from the data being lost while
in transit or storage.

crypted where possible. If not, then all Confidential and Sensitive data held
must be encrypted.

only when required in the performance of assigned duties, and it must be
encrypted in accordance with the (Organization) Encryption Policy. Guid-
ance on encryption including recommended hardware and software should
be available to staff.

media device is connected to a machine.

vice and stored data from loss, theft, electrical corruption or damage. All
storage media must be stored in an appropriately secure and safe environ-
ment in order to minimize physical risk.
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13.4.3.1.

. (Organization) staff within professional services electing to use removable

. Personally owned removable media must not be used for the purposes of

. Staff using removable media devices to transfer data must consider the

. Use of removable media by a third party or contractor must be autho-

. Damaged or faulty removable media devices must not be used. Users must

. When removable media has reached the end of its lifetime, it must be de-

Managers and information asset owners must ensure that use of remov-
able media is suitably controlled within their area of responsibility in line
with the objectives of this policy, and they may request technical controls
to be implemented to prevent the use of removable media in certain cir-
cumstances.

media, must be aware that they are responsible for having authorized per-
mission to do so.

transporting or storing (Organization)’s data.

most appropriate way to transport the device and be able to demonstrate
that they took reasonable care to avoid damage or loss.

rized, and in accordance with (Organization) Data Protection policy and
Third-Party policy.

contact IT Department [or equivalent department] in these cases.

stroyed by the physical destruction of that media securely and completely.

<<
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= 14.1.Introduction
i Routers and smart switches provide important security functions within a network. Con-
: figured correctly, they are one of several hardware and software devices available that
help manage and protect a private network from a public one. The Router and Switch
Security Policy defines configuration requirements to meet security standards, change
management requirements, and operational requirements.

= 14.2.Purpose

: This document designed to protect the equipment and data of the (organization) and its
business partners or any data the (organization) is in custody of by defining the minimum
: configuration standards for all routers and switches connecting to the organizational net-

¢ work.

= 14.3.Scope

All employees, contractors, consultants, temporary and other workers who use network
: devices such as Router and/or switch must adhere to this policy. All routers and switches
. connected to networks are affected.

= 14.4.Policy

14.4.1.1. No local user accounts are configured on the router or switch. Routers and
switches must use a dedicated AAA server (e.g. TACACS+) for all user au-
thentication.

14.4.1.3. The enable secret on the router or switch must be kept in a secure encrypt-
ed form.

14.4.1.4. The following services or features must be disabled:

IP directed broadcasts (Enable IP directed broadcast when you want to
perform remote management or administration services such as back-
ups on hosts in a subnet that does not have a direct connection to the
Internet).

Incoming packets at the router/switch sourced with invalid addresses
such as RFC1918 addresses.

TCP small services

UDP small services

All web services running on router

Auto-configuration.

Layer 2 device discovery protocol (e.g. CDP and LLDP) and other discov-
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ery protocols

14.4.3.2. Time syncing (NTP). All network clocks should be synced to a common time
source.

14.4.5. Use (Organization) standardized SNMP community strings. Default strings, such as
public or private must be removed. SNMP must be configured to use the most secure
version of the protocol allowed for by the combination of the device and manage-
ment systems.

14.4.6. Access control lists must be used to limit the source and type of traffic that can termi-
nate on the device itself.

14.4.7. Each router must have a Login banners: that useful to inform potential users that
use of the login is only for authorized users. the following statement presented for all
forms of login whether remote or local:

=271\ UNAUTHORIZED ACCESS TO THIS NETWORK DEVICE IS PROHIBITED.

You must have explicit permission to access or configure
this device. All activities performed on this device may be

logged. and violations of this policy may result in disci-

plinary action in accordance with regulation in force. There

is no right to privacy on this device. Use of this system
shall constitute consent to monitoring-

14.4.8. Telnet may never be used across any network to manage a router, unless there is a se-
cure tunnel protecting the entire communication path. SSH version 2 is the preferred
management protocol.



' ilogle ol dollug ool duibngl dirall <<
\’ National Information Security & Safety Authority - @

Routers and switches should be placed in a location where physical access is limited
to authorized persons only.

. The switch should disable a port or group of ports if new or unregistered MAC ad-

dresses appear on a port if the feature is available.

. The switch should generate an SNMP trap if the link drops and is re-established

if the feature is available

. Dynamic routing protocols must use authentication in routing updates sent to neigh-

bors. (Password hashing for the authentication string must be enabled when sup-
ported)

. The (organization) router configuration standard: will define the category of sen-

sitive routing and switching devices, and require additional services or configuration
on sensitive devices including:

14.4.13.3.Incoming packets at the router sourced with invalid addresses, such as
RFC1918 addresses, or those that could be used to spoof network traffic
shall be dropped.

. Network configurations and changes: must be documented regularly to under-

stand its structure. Network documentation should include:

14.4.14.5. Access Control Lists

<<



>»> ilogleoll dolluwg ool kgl diall '
@- National Information Security & Safety Authority \’

> >

k dusSlai! QYLasY! dwlw .15

aondll .1.15 =
Sl @ slg powsl SLwll JLas¥l gL gl 83 a=lg Sl Caslggl) g jluiall jlasVl g s
Sl 3895 eVl el (KLl la sl <oy dningae Gl e gl Vg a4y Tabue ol sl e g 09
Aiollly bl Jgws poths
Glasall Gle alyia wlls 3g =) Ty s 4 iguasil oY duygyss ASLwll VLAYl dwwlus &5
Gl plasiwl oy ¥ ash KLl JLasdl dulus 3055 08 09l (Joostll dg=) JS 8 dsL il
S8V gl whlayl pasy sgmxl) 65 08 I3 Y Limdlgg Lilas (95 o €3 oS &Sl wla e

lasi il 84 aisall wlasall Ayasdg bogydll apass JuadVl e IS 1) dwlull 03 g) dlgil )
e 339 3 (KLl ddagyell gl yloloe (Jolas) (SLull

.15

Ziad (Jesll dgz) LaSlas il logleall Jool dylasg ool g0 dulull 03 6 0 oyl
Lol dghuna dBgykas 3ylg-all 038 s ol g JLSalS Slg-all 03 ) Jgooll (Joasell dg)

dgleglmall JgoWl mans ydlgig dalyg dyw le
JLaai Wl &Sl &l daill 83-g21 Laad gt Ol iz Gl bog il duwluwll 038 3823 LaS
raalsally a5 Sl &Ll dyisall dal 8 a2 Gle V) ddslgall a1 Y Gy ((Josll dgo) 8,
8y JLasW) wleglall ool 818 48 o slifiwl Ly @3 il ells gl duwlull 036 8 8samall

(o)l iga)

H

A5 =

ol (J—asll dg2) dSu ity dbaiall ESL ) dyisall il 8y gl gaas Gle dwlull od o §laiy
e I3 (B Ly clibylo 530 GSLY Vil 555 il (Joasml) dg) misn oo B3g200 095
83-42Vg dyglsl Caslgglly uiall plaw 81g=>lg Agamall yiguasl S1a=1 (uasdl Y JUall Jaw
ULl g3 Jas Gle jalall (KLl JLasyl 8 g il g JSb ¢l @ld 8 Jadng -dumgl
P 2ytg p-i85all Galalmlly oLl blbgall mans dwlunl 03 g il Ol czm WA
) 8y =1 8)10) Lg) JSgallg A0E Bl Y (sl podlbgall gaas Jads LaS Joasdll dg2)

(J—os2dl 4-e-.>) O ol sl & yismill

darlbasd] 4.1

H

5=

AgiSe iy dlaiall (Josll dg2) 2894 (8 8392 gall sdaslaa I dgiceidl dopidl 6)-6>1 8o
ok Lo Lgale oz day Lgil Lle daine wlaglme L)l Jgogll 1895 il o
ASLoWl YLl juse L,9 8sasall juleall eyl 11415



" ilogle ol dollug ool duibngl dirall

National Information Security & Safety Authority -

(Josdl dg=) Ji8 (o Banisall dyisill dyillg d8abanll wVgSgigy plastiwl  .2.1.4.15
(Josdll dg=) o) Banisall juadull WN¥gSgigy plasiwl  .3.1.4.15

\g=uiig lahisews Sy i) (MAC) 838> dyolall (uglisll Lle blas)l  .4.1.4.15

sdaslou U1 Al Eladeisl 8clwl Jloi> | (o 3l
WEP &Y Ciwliall Jlagiwyl g o pasiuall doglw d80las dlis 995 ol G2ty 1.24.15
ASL Wl E el Sy il Lo (Anomaly Tracking) 393l = yisg

J1s @85 08 Ul dagriall SlasW o Toas oo A0l daslall bl yudi § 22415
dalail baws aie jluiedl 3 35T o Lasls iy Sillg dsl il daloall &S, i)
r il Ca S
Laie illay o &S Jgog ddads 4o dosldll (Beacon Frames) sl whls| o
.(unsolicited) ¢LJ3
(MITM pg=x0) lgale Gabanll pé JbVl plaud e
)50 MAC (lgic gg=a wlily ylol @

T TPRNT| BOPF-T JER PO I T

SIS y3h 85 JoSgig S (WAPS) 3 jlassVl (gld gloll Jgogll dslas JoSgign plasiml Juady
,dudill od e peas (Access point) Jgwogll dlnds gl (Router) a=gall IS 13] Le A= 99 &S
a2 5all OIS D> 8 JoasS (WPA2-AES) 2 jlastll L8 glol) Jgaogll dlas JoSgigy plasiwl g
Gay LasS Laadie K idg go8l olal dua)lgs 199 ail elldg WPA3a a3 Y Jgangll dlnds gl
LalalSsg Ayl s 0

ok Lo WISl 3aigs e ek Ol e gy
Al Jaglnss auy . 1.4.4.15

(System configurations) eUsill kylgss .2.4.4.15

Syl jlazdl aclgd  .3.4.4.15

.(IP Addresses) cuyiVl ©¥gSgigy (olic  .4.4.4.15

Jswogll 8 el @slgd  5.4.4.15

;o

<44



> >

>»> ilogleoll dolluwg ool kgl diall "

- National Information Security & Safety Authority

15. Wireless Communication Policy J

15.1. Introduction
. With the mass explosion of Smart Phones and Tablets, pervasive wireless connectivity is

: almost a given at any organization. Insecure wireless configuration can provide an easy
: open door for malicious threat actors.

A Wireless Communication Policy is necessary for computer security since there is demand
for wireless equipment in every (organization) today. The Wireless Communication Policy
may specify that no wireless equipment should be used but this would not be very good
since that may cause some departments or individuals to violate the policy. It is best to set
conditions and specify equipment that is approved for wireless use in order to minimize
security risk associated with wireless.

1

H
.
.
.

5.2. Purpose
The purpose of this policy is to secure and protect the information assets owned by (Orga-

: nization). (Organization) grants access to these resources as a privilege and must man-
: age them responsibly to maintain the confidentiality, integrity, and availability of all infor-
: mation assets.

This policy specifies the conditions that wireless infrastructure devices must satisfy to con-
nect to (Organization) network. Only those wireless infrastructure devices that meet the
standards specified in this policy, or that granted an exception by the Information Security
Department are approved for connectivity to a (Organization) network.

1

5.3.Scope

. This policy applies to all wireless infrastructure devices that connect to a (Organization)
network or reside on a (Organization) site that provide wireless connectivity to endpoint
devices including, but not limited to, laptops, desktops, cellular phones, and tablets. This
includes any form of wireless communication device capable of transmitting packet data
.Therefore, all employees, contractors, consultants, temporary and other workers at (Or-
ganization), including all personnel affiliated with third parties that maintain a wireless
infrastructure device on behalf of (Organization) must adhere to this policy.

1

5.4. Policy

15.4.1. All wireless infrastructure devices: that reside at a (Organization) site and connect

to a (Organization) network, or provide access to information classified as (Organi-
zation) Confidential, or above must:
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tracked.

15.4.2.1. There should be proper user authentication ensured along with the appro-
priate replacement of WEP and anomaly tracking mechanism on wireless

15.42.2. Atthe same time, there is the following list of suspicious events on wireless
LAN which should always consider for intrusion detection as;

e Beacon frames from unsolicited access point
e Flood of unauthenticated frames (MITM attack)
e Frames with duplicated MAC address.

e Randomly changing MAC address

15.4.3.1. WAP3 (Wi-Fi Protected Access version 3) is preferred as a wireless encryption
protocol in case it is supported by the Router or the Access point, otherwise
use WAP2-AES (Wi-Fi Protected Access version 2), because It offered a much
stronger security algorithm and advanced level encryption with message
authenticity and integrity validation.

15.4.4. Network configurations and changes must be documented regularly to understand
its structure. Network documentation should include;

15.4.4.5. Access Control Lists

<<
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16. Virtual Private Network (VPN) Policy J

16.1. Introduction

i A Virtual Private Network (VPN) is a secured private network connection that provide a
: convenient way to access internal network resources remotely over the public network
: (Internet). VPN offers secure access by providing a means to protect data while it travels

¢ over an untrusted network.

16.2. Purpose

The purpose of this policy is to provide guidelines for Remote Access IPsec or L2TP Virtual

: Private Network (VPN) connections to the (Organization) corporate network.

16.3. Scope

: This policy applies to all (Organization) employees, contractors, consultants, temporaries,
and other workers including all personnel affiliated with third parties utilizing VPNs to ac-

cess the (Organization) network. This policy applies to implementations of VPN that are
: directed through an IPsec Concentrator.

= 16.4. Policy

It is the responsibility of employees with VPN privileges to ensure that unauthorized
users are not allowed access to (Organization) internal networks through their VPN
connection.

VPN use is to be controlled using either a one-time password authentication such as a
token device or a public/private key system with a strong passphrase.

When actively connected to the corporate network, VPNs will force all traffic to and
from the PC used by the remote user over the VPN tunnel; all other traffic will be
dropped.

Dual (split) tunneling is NOT permitted; only one network connection is allowed. [Dual
(split) tunneling allows two simultaneous, active connections to a secure network (via
VPN) and a non-secure network, without having to disconnect the VPN connection.
This security vulnerability allows a direct connection from the non-secured Internet to
the VPN secured network.]

VPN gateways will be set up and managed by (Organization) network operational
groups.

All computers connected to (Organization) internal networks via VPN or any other
technology must use the most up-to-date anti-virus software that is the corporate
standard (provide URL to this software); this includes personal computers.
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VPN users will be automatically disconnected from (Organization)’s network after
thirty minutes of inactivity. The user must then logon again to reconnect to the net-
work.

open.)

. Users of computers that are not (Organization)-owned equipment must configure

the equipment to comply with (Organization)’s VPN and Network policies.

. By using VPN technology with personal equipment, users must understand that their

machines are a de facto extension of (Organization)’s network, and as such are sub-
ject to the same rules and regulations that apply to (Organization)-owned equip-
ment.

. Network configurations and changes must be documented regularly to understand

its structure. Network documentation should include;

16.4.12.5. Access Control Lists

<<
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17. Firewall Policy J

= 17.1.Introduction
: When a user connects to an insecure, open network, such as the Internet, he/she opens a
large doorway for potential attacks. One of the best ways to defense against exploitation
from the insecure network is to employ firewalls at the connection point end, as it is a ne-

: cessity to safeguard the (Organization)’s private networks and communication facilities.

= 17.2.Purpose
i Firewalls are defined as security systems that control and restrict network connectivity

: and network services. Firewalls establish a control point where access controls may be

enforced. This document seeks to assist (Organization) in understanding the capabilities

: of firewall technologies and firewall policies.

= 17.3.Scope

i This policy defines the essential rules regarding the management and maintenance of

firewalls, and it applies to all firewalls owned, rented, leased, or otherwise controlled by
: (Organization).

= 17.4.Policy

17.4.1.1.

anti-spoofing filters (blocked private addresses, internal addresses appear-
ing from the outside)

17.4.2.1.

In the case of dedicated server access, an application proxy firewall must be
placed between the remote user and dedicated server to hide the identity
of the server.

. Ensure that the administrators monitor any attempts to violate the security

policy using the audit logs generated by the application level firewall.

. Ensure that there is a process to update the application level firewall’s vul-

nerabilities checked to the most current vulnerabilities.

. Ensure that there is a process to update the software with the latest attack

signatures.

. In the event of the signatures being downloaded from the vendors’site, en-

sure that it is a trusted site.
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17.4.2.6. In the event of the signature being e-mailed to the systems administrator,
ensure that digital signatures are used to verify the vendor and that the in-
formation transmitted has not been modified en-route.

17.4.2.7. Thefollowing commands should be blocked for SMTP at the application lev-
el firewall:
o EXPN (expand)

e VRFY (verify)

o DEBUG
e WIZARD

17.4.2.8. The following command should be blocked for FTP:
e PUT

17.4.2.9. Review the denied URLs and ensure that they are appropriate for e.g. any
URL’s to hacker sites should be blocked.

firewall.

17.4.3.1. Review the state tables to ensure that appropriate rules are set up in terms
of source and destination IP’s, source and destination ports and timeouts.

17.4.3.2. Ensure that the timeouts are appropriate so as not to give the hacker too
much time to launch a successful attack.

- ForURL’s

17.43.3. If a URL filtering server is used, ensure that it is appropriately defined in the
firewall software. (If the filtering server is external to the (Organization) en-
sure that it is a trusted source).

17.4.3.4. If filtering on MAC addresses is allowed, review the filters to ensure that it is
restricted to the appropriate MAC'’s at (Organization).

17.4.4.1. Ensure thatlogging is enabled and that the logs are reviewed to identify any
potential patterns that could indicate an attack.

17.4.4.2. Network Firewall administration logs (administrative activities) and event
logs (traffic activity) should:
e Be written to alternate storage (not on the same device)

e Bereviewed at least daily, with logs retained for ninety (90) days.

17.4.5.1. Ensure that the latest patches and updates relating to your firewall product
is tested and installed.



' ilogle ol dollug ool duibngl dirall <<
\/ National Information Security & Safety Authority - @

17.4.5.2. If patches and updates are automatically downloaded from the vendors’
websites, ensure that the update is received from a trusted site.

17.4.5.3. In the event that patches and updates are e-mailed to the systems admin-
istrator ensure that digital signatures are used to verify the vendor and en-

sure that the information has not been modified en-route.

17.4.6.1. Ascertain if there is a procedure to test for open ports using (NMAP) and
whether unnecessary ports are closed.

17.46.2. Ensure that there is a procedure to test the rulesets when established or
changed so as not to create a denial of service on the (organization) or allow

any weaknesses to continue undetected.

Ensure that the following spoofed, private (RFC 1918) and illegal addresses are
blocked:
17.48.1. Private (RFC 1918) addresses
e 10.0.0.0-10.255.255.255
e 172.16.0.0-172.31.255.255
e 192.168.0.0-192.168.255.255

17.4.8.2. Reserved addresses
e 240.0.0.0

17.4.9.1. If remote access is to be used, ensure that the SSH protocol (port 22) is used
instead of Telnet.

17.4.10.1.1f FTP is a requirement, ensure that the server, which supports FTP, is placed
in a different subnet than the internal protected network.

17.4.11.1. Ascertain which protocol is used for mail and ensure that there is a rule to
block incoming mail traffic except to internal mail.

<<
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17.4.12.2.Ensure that there is a rule blocking outgoing time exceeded and unreach-
able messages.

17.4.13.1.Ensure that there is a deny rule for traffic destined to critical internal ad-
dresses from external sources. This rule is based on the organizational re-
quirements, since some (organizations) may allow traffic via a web applica-
tion to be routed via a DMZ.

17.4.14.1.Ensure that laptop users are given appropriate training regarding the threats,
types of elements blocked by the firewall and guidelines for operation of
the personal firewall. This element is essential, since often times personal
firewalls rely on user prompt to respond to attacks e.g. whether to accept/
deny a request from a specific address.

17.4.14.2.Review the security settings of the personal firewall to ensure that it restricts
access to specific ports, protects against known attacks, and that there is
adequate logging and user alerts in the event of an intrusion.

17.4.14.3.Ensure that there is a procedure to update the software for any new attacks
that become known.

17.4.14.4. Alternatively, most tools provide the option of transferring automatic up-
dates via the internet. In such instances ensure that updates are received

from trusted sites.

17.4.15.1.Ensure that the security policy is consistently distributed to all hosts espe-
cially when there are changes to the policy.

17.4.15.2.Ensure that there are adequate controls to ensure the integrity of the policy
during transfer, e.g. IPsec to encrypt the policy when in transfer.

17.4.16. Continued availability of Firewalls:
Ensure that there is a hot standby for the primary firewall

17.4.17. Network configurations and changes must be documented regularly: to under-
stand its structure. Network documentation should include:

> >
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17.4.17.5. Access Control Lists
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18. Encryption Policy J

.

- The most reliable way to protect the (Organization)’s sensitive data is to avoid as much as

18.1. Overview

possible handling sensitive data. Sensitive data should be retained or handled only when

: required. Encryption can be an effective information protection control when it is neces-

sary to possess sensitive data.
IT Owners and IT Custodians should understand that data encryption is not a substitute for
other information protection controls, such as access control, authentication, or authori-
zation; that data encryption should be used in conjunction with those other controls; and
that data encryption implementations should be proportional to the protection needs
and classification of the data.

.
.

: The purpose of this policy is to provide guidance that limits the use of encryption to those

18.2. Purpose

algorithms that have received substantial public review and have been proven to work
. effectively. Additionally, this policy provides direction to ensure that related regulations

. are followed.

18.3. Scope

This policy applies to all (Organization)’s employees and affiliates. Any exception to the

: policy must be approved by the Infosec team in advance.

18.4. Policy

18.4.1.1. The (Organization) should develop and document and adopt procedures
and standards for the encryption based on business needs and risk analysis,
and in accordance with all relevant regulations and standards.

18.4.1.2. Data must be encrypted in storage and while in transit and in accordance
with all relevant regulations and standards.

18.4.1.3. As much as possible, only the updated versions of encryption methods, al-
gorithms, keys and equipment are to be used.

18.4.2.1. Ciphers in use must meet or exceed the set defined as “AES-compatible” or
“partially AES-compatible”according to the IETF/IRTF Cipher Catalog or any
superseding documents according to the date of implementation. The use
of the Advanced Encryption Standard (AES) is strongly recommended for
symmetric encryption.

<<
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. Algorithms in use must meet the standards defined for use in ISO/IEC 18033-
3:2010 or any superseding document, according to date of implementa-
tion. The use of the RSA and Elliptic Curve Cryptography (ECC) algorithms is
strongly recommended for asymmetric encryption.

18.4.2.3. Signature Algorithms:

Algorithm Key Length (min)
ECDSA P-256

RSA 2048

LDWM SHA256

Hash Function Requirements:

In general, (Organization) should adheres to the following:

18.4.3.1

. SHA-1: Government entities should stop using SHA-1 for generating digital
signatures, generating time stamps and for other applications that require
collision resistance. Government bodies may use SHA-1 for the following
applications: verifying old digital signatures and time stamps, generating
and verifying hash-based message authentication codes (HMACs), key deri-
vation functions (KDFs), and random bit/number generation.

. SHA-2 (i.e,, SHA-224, SHA-256, SHA-384, SHA-512, SHA-512/224 and SHA-
512/256): Government entities may use these hash functions for all appli-
cations that employ secure hash algorithms. NISSA encourages application
and protocol designers to implement SHA-256 at a minimum for any appli-
cations of hash functions requiring interoperability.

. SHA-3 (ie, SHA3-224, SHA3-256, SHA3-384, SHA3-512, SHAKE128 and
SHAKE256): Government entities may use the four fixed-length SHA-3 algo-
rithms—SHA3-224, SHA3-256, SHA3-384, and SHA3-512 for all applications

that employ secure hash algorithms.

18.4.4.1

. Key exchanges must use one of the following cryptographic protocols: Dif-
fie-Hellman, IKE, or Elliptic curve Diffie-Hellman (ECDH).

. End points must be authenticated prior to the exchange or derivation of

session keys.

. All servers used for authentication (for example, RADIUS or TACACS) must

have installed a valid certificate signed by a known trusted provider.

. All servers and applications using SSL or TLS must have the certificates

signed by a known, trusted provider.
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18.4.5.1. Cryptographic keys must be generated and stored in a secure manner that
prevents loss, theft, or compromise.

18.4.5.2. Key generation must be seeded from an industry standard random number
generator (RNG).

<<
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19. Cloud Computing Security Policy J

19.1. Overview

3 Cloud computing services are application and infrastructure resources that are used in a
wide range of business activities. Cloud computing is a model for enabling ubiquitous,
convenient, on-demand network access to a shared pool of configurable computing re-
sources (e.g., networks, servers, storage, applications, and services) that can be rapidly pro-
visioned and released with minimal management effort or service provider interaction.
Cloud computing services offers many advantages including low costs, high performance,
andthey are generally easy for people and organizations to use, they are accessible over the
Internet through a variety of platforms (workstations, laptops, tablets, and smart phones).
However, without adequate controls, it also exposes individuals and organizations to On-
line threats such as data loss or theft, unauthorized access to corporate networks, and so
on. There should be some guidelines for the type of (Organization)’s information that is
appropriate for storing and sharing using these services.

There are a number of information security and data privacy concerns about the use of
cloud computing services at the (Organization). They include:

« (Organization) no longer protects or controls its data, leading to a loss of security,
lessened security, or inability to comply with various regulations and data protec-
tion laws Loss of privacy of data, potentially due to aggregation with data from
other cloud consumers.

« (Organization) dependency on a third party for critical infrastructure and data
handling processes.

« Potential security and technological defects in the infrastructure provided by a
cloud vendor.

19 2. Purpose

i This policy outlines best practices and approval processes for using cloud computing ser-
vices at (Organization) to ensure that (Organization)’s protected or sensitive data is not
inappropriately stored or shared using public cloud computing and/or file sharing services,
and it also guides the cloud service providers to give users a secure appropriate services.

19.3. Scope

! This policy applies to all (Organization) staff who access and use cloud services that capa-
ble of storing or transmitting electronic data that are owned or leased by (Organization),
and to all parties who are contractually bound to handle data produced by (Organiza-
tion), and in accordance with (Organization) contractual agreements and obligations.
This also applies to all cloud computing resources that provide services, platforms, and
infrastructure providing support for a wide range of activities involving the processing,
exchange, storage, or management of institutional data.
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= 19.4.Policy

19.4.1.1. Permanent adherence to all laws, regulations, instructions and policies is-
sued by the National Information Security & Safety Authority (NISSA) and all
issued legislation related to the country.

19.4.12. Government entities or those classified as institutions with critical infra-
structure responsibility are obligated to refrain from subscribing to cloud
computing services that are not located within the country, including all
systems used for this service such as storage, processing, disaster recovery
centers, monitoring and support systems. Said entities must also verify that
the service provider complies with these requirements prior to launching
and during the service.

19.4.1.3. All governmental entities and all organizations, that have any critical infra-
structure under their purview that utilize cloud services, that are located
on the Libyan territories, should verify that their cloud service provider has
isolated their cloud from other subscribers’ systems.

19.4.1.4. (Organization) must monitor the internal and external network of the ser-
vice provider to detect any suspicious activities.

19.4.1.5. Establish a mechanism to follow up and monitor the service provider’s com-
mitment to all laws, regulations, instructions and policies issued by NISSA
and all applicable legislation related to the country.

19.4.1.6. A comprehensive assessment of the risks pertaining to the usage of cloud
computing services must be conducted, reviewed. Then approved by the
senior management of the (Organization) before starting to use them, de-
termining the acceptable level of risk beforehand and reporting it to the
service provider.

19.4.1.7. The use of cloud services for business purposes must be officially autho-
rized by the IT department, which is responsible for ensuring security, pri-
vacy and all other IT requirements in order for the data to be properly pro-
cessed and saved by the cloud service provider.

19.4.1.8. An inventory of all cloud services and associated information and commu-
nication technologies must be conducted and documented.

19.4.1.9. Terms of service required by cloud computing service providers that require
users’approval must be reviewed by the IT department before approval.

19.4.1.10.All governmental entities and all organizations, that have any critical infra-
structure under their purview that utilize cloud services should have their
data classified before being hosted in the cloud. If the data is classified as

confidential “restricted” or sensitive “private”, then such data must be hosted
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in the government cloud. As for the data classified as “public’, it can be host-
ed in the commercial clouds.

19.4.1.11.Data classified as public and/or sensitive may be stored in shared cloud ser-
vices, and confidential and/or restricted data may not be stored in this type
of cloud computing service.

19.4.1.12.The mechanisms of Secure Session Management must be implemented in
a manner that ensures the validity and reliability of the session, as well as
Lockout and their timeout.

19.4.1.13.Implement the multi-factor authentication mechanisms, especially for ac-
counts classified as sensitive and important.

19.4.1.14.Implement mechanisms to detect and stop unauthorized access attempts,
such as setting a maximum number of unsuccessful attempts (three for sen-
sitive accounts) and adding an incremental lockout period after Unsuccess-
ful Login.

19.4.1.15.Employees with authorization to use cloud services are under obligation
not to share their login credentials with other co-workers.

19.4.1.16.Use of cloud services must comply with all policies that govern the handling
of any data that are owned or being collected by (Organization).

19.4.1.17.Personal cloud service accounts may not be used to store, process or ex-
change data owned by (Organization).

19.4.1.18.Cloud computing solutions must provide the same or better levels of ser-
vice in (Organization) to ensure business continuity in line with the require-
ments of the business being provided.

19.4.1.19.Cloud computing services must protect the security and privacy of (Orga-
nization)’s data, and comply with all appropriate security and privacy re-
quirements.

19.4.1.20.When choosing cloud services, it should be taken into consideration the im-
pact of their use on the stability and performance of the primary operation-
al systems of (Organization).

19.4.1.21.Cloud users must comply with all policies of their (Organization) when
dealing with data stored in the cloud.

19.4.1.22.Ensure the protection and the integration of all the necessary cyber security
mechanisms to secure the network communication channel with the cloud
computing service provider.

19.4.1.23.Mobile devices must be inspected to verify that they do not contain any
restricted or confidential data and information when they are returned, dis-
posed of, or re-used.

19.4.1.24.Make sure that the service provider guarantees to delete the subscriber’s
data in a secure manner upon termination of the contract.
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19.4.1.25. Adopting secure means and mechanisms when exporting and transferring
data from the service provider’s cloud computing systems.

19.4.1.26.The proposed cloud service should be checked to ensure it has already been
accepted by top management to prevent potential duplication of effort or
unnecessary cost.

19.4.1.27.The data used by the (Organization), whether it is static or in motion, must
be encrypted within any approved cloud environment.

19.4.1.28.1f the data stored with the cloud service provider needs to be encrypted, it
must be done using encryption keys that are owned and operated by the
(Organization).

19.4.1.29.It is essential to define and evaluate the cloud service provider’s head office
and data storage and processing location.

19.4.1.30.Mobile apps may be considered cloud services if they “store, process, or
transmit the information of the (Organization) outside the boundaries of
its network.”

19.4.1.31.It must be ensured that the Service-level agreement and terms of use are
appropriate for the purpose of their use and comply with the information
security requirements of (Organization).

19.4.1.32.It must be ensured that the cloud service provider is running an appropriate
identity access management system (depending on the nature of work).

19.4.1.33.Business continuity and disaster recovery are to be included in the cloud
security laws of the IT department.

19.4.1.34.The IT department/department must determine how cloud security inci-
dents are reported and managed.

19.4.1.35.The IT department are to collaborate with the legal department of (Orga-
nization), in order to prepare and implement appropriate Service Level
Agreements (SLAs) with cloud service providers to ensure an acceptable
performance of cloud service providers.

19.4.1.36.All proposed changes to the cloud security operations must be document-
ed in detail.

19.4.1.37.All cloud security breaches that may affect the IT operations of (Organiza-
tion) must be identified in their respective information security manage-
ment system and associated plans.

19.4.1.38.The IT management/department must define cloud security processes and
procedures; secure and use specialized software and systems to reduce the
risk of cloud security breaches, as well as regularly test the security of the
perimeter of (Organization) and the cloud service provider’s perimeter us-
ing penetration tests and other forensic methods, and document all proce-

dures and controls for the information cloud.
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19.4.1.39.The IT management/department are to establish and document a formal
process for identifying a potential breach in the cloud perimeter (e.g. deni-
al-of-service attack, phishing), assessing the breach, determining its nature
and potential impact, notifying (Organization) management of the breach,
and mitigating the impact of the breach as quickly as possible and docu-
ment the steps taken when dealing with the incident. This process will apply
to all cloud environments, whether private, hybrid, and/or public.

19.4.1.40.The IT management/department are to establish and document a formal
process for identifying a potential internal breach of cloud security (e.g., in-
formation theft, social engineering, unauthorized access to systems), assess-
ing the breach, determining its nature and potential impact, and notifying
the (Organization)’s management of the breach. Minimizing the impact
of the breach as soon as possible, and documenting the steps taken when
dealing with the incident.

19.4.1.41.Conduct a vulnerability assessment and repair process for the cloud services
subscribed to at least once every six months.

19.4.1.43. Activate cybersecurity related Event Logs and secure all cloud service-re-
lated assets. These assets must be continuously monitored and reviewed
regularly.

19.4.1.44.Comply with the policy of dealing with cyber security incidents issued by
the NISSA, and obligate service providers to it.

19.4.1.45.Comply with the policies and laws of disaster recovery and business conti-
nuity issued by the NISSA, and obligate service providers to them.

19.4.2.1. Permanent abidance by all laws, regulations, instructions and policies is-
sued by the National Information Security & Safety Authority (NISSA) and all
issued legislation related to the country.

19.4.2.2. Cloud service providers must specify to users the services to be offered to
subscribers and their cyber security requirements.

19.4.2.3. The importance of isolating the cloud computing services provided to gov-
ernment agencies or those that are classified as institutions that are respon-
sible for vital and sensitive infrastructures from the cloud computing ser-
vices provided to other organizations.

19.4.2.4. Conduct an inventory of all relevant information and communications tech-
nology assets belonging to the service provider, and the owners of these as-
sets must be identified and all such information kept and updated regularly

via a database or another appropriate mechanism.
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19.4.2.5. Cloud service providers must maintain the confidentiality, integrity and en-
sure protection of data, including backups and retention periods, and may
not process, change, modify or transfer data between their systems.

19.4.2.6. Cloud service providers must inform users in advance and obtain their con-
sent in the event that their content will be transferred, stored or processed.

19.4.2.7. The importance of separating cloud computing networks and isolating
them from other internal and external networks of the service provider, and
making sure to secure them by the appropriate technical means.

19.4.2.8. (DoS and DDoS) Implementation of protection mechanisms from both
types of denial-of-service attacks.

19.4.2.9. The importance of encrypting data as it travels through the service provid-
er's networks, including the data of cloud systems management operations.

19.4.2.10.Implementation of access control mechanisms between the different parts
of the network.

19.4.2.11.Establish measures that guarantees there will be no interference with users’
data and isolate each one completely from the rest.

19.4.2.12.Commit to follow the principle of the minimum number of jobs required to
carry out the work and nothing more.

19.4.2.13.Implementation of safe handling mechanisms as well as checking inputs,
exceptions and failures (Input Validation, Exceptions and Failures).

19.4.2.14.The importance of working on separating cyber security mechanisms and
techniques and isolating them from the rest of the cloud computing service
applications and technologies.

19.4.2.15.Provide cyber security mechanisms that subscribers can benefit from and
showcase it to them, and specify a certain level for government subscrib-
ers that they are obligated to, provided that the cloud computing service
provider obtains certification for these mandatory services from NISSA in
particular.

19.4.2.16.Cloud service providers must provide a response plan, disaster recovery
plan, business continuity plan, and technical support.

19.4.2.17.Cloud service provider should clarify in advance to their subscribers the
geographical location of where their data is being kept.

19.4.2.18.Cloud service providers must give users the right to change service provider
and switch to another cloud provider.

19.4.2.19.The mechanisms of secure management of sessions must be implemented,
in @ manner that includes validation and reliability of the session, closing
and ending the deadline set for it.

19.4.2.20.Adopt a multi-factor identity verification mechanism, especially for sensi-
tive and important accounts.
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19.4.2.21.Implement mechanisms to detect and stop unauthorized access attempts,
such as setting a maximum number of unsuccessful attempts (three for sen-
sitive accounts) and adding an incremental lockout period after each failed
attempt.

19.4.2.22. Abstain from saving passwords for accounts of all kinds in the form of un-
encrypted text, handled instead through encryption techniques and algo-
rithms to guarantee a secure storage of passwords, such as the hashing and
salting function.

19.4.2.23.Make sure the identity verification data stays hidden, especially the pass-
word, while showing only it to the user to protect it from spying.

19.4.2.24.1t is necessary to obtain a clear and documented initial approval from the
service subscriber before accessing any of the assets and data of that sub-
scriber.

19.4.2.25.Compile and set up a regularly updated inventory of all mobile devices
authorized to operate within the service provider’s systems. And work on
managing cyber security mechanisms for mobile devices. As well as verify
that mobile devices do not contain any restricted or confidential data and
information when they are returned, disposed of or re-used.

19.4.2.26. Activate the automatic screen lock feature for mobile devices according to
the adopted and approved policies.

19.4.2.27.Work to provide subscribers with secure mechanisms, techniques and pro-
cedures for saving and storing data, as well as for the process of deleting
and destroying it. And ensure to destroy the data of subscribers whose ser-
vice contracts have ended in a safe manner.

19.4.2.28.Simplify the process of data transfer for service subscribers and exporting
it in a form that enables them to transfer it to another provider and secure
this step.

19.4.2.29.Ensure the security of the process of accessing, storing and transferring the
contents of the backup copies of the subscriber’s data and the media on it.

19.4.2.30.Ensure the security of the process of accessing, storing and transferring the
contents of the backup copies of the systems, technologies, management
and works of the subscribers’ cloud services.

19.4.2.31.Conduct a vulnerability assessment and patching for cloud components at
least once every six months.

19.4.2.32.Inform the subscriber of any gaps that he discovers that may affect him and
explain how he can address them.

19.4.2.33.Carry out penetration testing of cloud systems and other supporting com-
ponents at least once a year.
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19.4.2.34. Activate and maintain and secure all cloud service-related Event Logs and
Audit Trails, especially those related to the subscribers’ systems.

19.4.2.35. Activate and maintain and secure all cybersecurity-related Event Logs and
Audit Trails, while keeping them under constant monitoring and regular re-
vision using one of the Security Information and Event Management (SIEM)
solutions.

19.4.2.36.Abide by the policies and controls for dealing with cyber security incidents
issued by NISSA.

19.4.2.37.The obligation to inform subscribers as soon as cyber security incidents oc-
cur that may affect them and support them in the process of dealing with

19.4.2.38.1t is important to set up and save logs of login attempts.

19.4.2.39.Abide by disaster recovery and business continuity policies and controls is-
sued by NISSA.
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k 20. Third Party Access Policy J

= 20 1. Introduction
i A third party is an organization or individual (non-permanent employee) external to the
(Organization).
This policy outlines procedures governing third-party access to (Organization) owned
systems, network and applications.
The policy covers the following aspects of third party relationships:
 Third party risk assessments
« Agreement and Contracts
o Network service provision
 Authorization of connections
« Security of access by non-permanent employees (both physical and logical)

20 2. Purpose

i The purpose of this policy is to define standards for all Third Parties seeking to access the
(Organization) systems or network for the purpose of transacting business related to (Or-
ganization).

This policy is designed to minimize the potential exposure to the (Organization) from
risks associated with Third Party Access.

= 20.3.Scope
i This policy applies to all (Organization) Staff seeking to provide access to the (Organiza-
tion) system, network or devices attached to the network to Third parties, and to all Third
Parties whether they are vendors, contractors, consultant or outsourced professionals.

= 20.4. Policy

20.4.1. A Non-disclosure agreement is essential and must be signed: contracting with a
third party, and the role and responsibilities of the third party should be clearly de-
fined in the agreement.
20.4.1.1. Third party access to (Organization) system and network facilities will be
given only after the signing of a formal contract defining the terms for the
connection which should contain all security requirements by which the
third party is to abide.

20.4.1.2. All new connection requests between third parties and (Organization) re-
quire that the third party and (Organization) representatives agree to and

sign the Agreement.

20.4.2. Pre-Requisites: All new connectivity should go through a security review and ap-
proval with the Information Security department.

<<



> >

- National Information Security & Safety Authority

eilogleoll olliug ol duilngll diyall

«

20.4.2.1. Thereviews are to ensure that all access matches the business requirements
in a best possible way, and that the principle of least access is followed.

20.4.2.2. All third parties must follow the information security requirements that de-
termine the minimum level of security the (Organization) requires to be
achieved by the third party. These set out the security measures that must
be implemented and maintained by the (Organization) in relation to all
aspects of information security and all associated supporting processes.

20.4.2.3. Allthird parties must ensure that they do not breach any of the information
security management system statements at any time during their contract

with the (Organization).

20.4.3.1. All connectivity established must be based on the least-access principle, in
accordance with the approved business requirements and the security re-
view.

20.4.4.1. All changes in access must be accompanied by a valid business justification,
and are subject to security review. Changes are to be implemented via (Or-
ganization) change management process.

20.4.5.1. Third Party Access to the (Organization)’s systems or network should be
made only for the purposes agreed in the contract, this shall be applied to
(Organization) partner not employed directly by the (Organization) who
has remote or direct access to the (Organization)’s systems and network.
20.4.5.2. Third party access must be permitted only to the facilities, services and data,
which are required to perform the specified tasks, as outlined to the IT ap-

propriate Network Manager/Administrator in the original request for access.

20.4.6.1. Where Third Parties use PC’s / Laptops or any other devises not owned or

managed by the (Organization) to access the resources on the (Organiza-

tion)’s network and systems, Third Parties must ensure the following:

e Operating Systems should be fully up-to-date with patches.

e Anti-virus software should be fully up-to-date with patches and virus
definitions.

o Anti-spyware/malware software should be fully up-to-date with patch-
es and malware definitions.
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20.4.7.1.

204.7.2.

Responsibilities for security management and administration of third party
access will be assigned clearly to both (Organization) and the third party.
An appropriate level of management and technical support will be provid-
ed by both parties to ensure that compliance with this policy is achieved.

For each party connection, the following positions must be appointed:

e A Head of Service Area or delegated authority who will be responsible
for permitting third party access by authorizing the connection on a
written authorization form.

o A System Owner who will have overall responsibility for each third party
connection to ensure that the policy and standards are applied. They
are also responsible for confirming whether third party access to their
systems would be permitted and may prohibit third party access to cer-
tain sensitive systems.

Incident Reporting: Third Parties must report to management any incident affecting

information security and privacy, and all observed and suspected security weakness-

es in or threats to Information Technology Assets

20.4.9.1.

20.4.9.2.

When access is no longer required, the responsible of access and connec-
tion in (Organization) must terminate the access.

The responsible of connection must conduct an audit of their respective
connections on an annual basis to ensure that all existing connections are
still needed, and that the access provided meets the needs of the connec-

. Connections that are found to be depreciated, and/or are no longer being

used to conduct (Organization) business, must be terminated immediate-

. All Third party and external users, if defined on the system, should have a

mandatory expiry date.

<44
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21. Non-disclosure / Confidentiality
Agreement Guideline

21.1. Introduction

i Confidentiality Agreements are must be signed when (Organization) is considering enter-
. inginto a business relationship with a third party and where there is a need to understand
: or evaluate each other’s business processes, some of which might be proprietary or other-

. wise sensitive in nature.

21.2. Purpose

i The purpose of this guideline is to ensure a consistent process for the signing and reten-
tion of the (Organization) Information Confidentiality Agreement by all individuals hav-
: ing access to (Organization) confidential information.

21.3. Scope

This guideline applies to (Organization) and to all Third Parties whether they are vendors,

: contractors, consultant or outsourced professionals.

= 21.4. Statement of Guidelines

All third parties are required to sign an Information Confidentiality Agreement at the
initial start of their contractual relationship, acknowledging they understand and will
adhere to the agreement.

Where a Third Part has direct or indirect access to data or information owned by the
(Organization), this information must not be divulged or distributed to anyone.

(Organization) is committed to ensuring confidential services to all third parties. The
confidentiality is between the third parties and the organization, not the members of
staff delivering a particular service.

Documents which contain personal information including but not limited to names,
addresses or telephone numbers, medical records, financial records of (Organiza-
tion) staff must be carefully controlled and must not be released or disclosed to any
unauthorized individuals or sources.

21.4.5.2. Which party of the contracting entities is obligated to protect the secrecy of
the disclosed information, whether it is the receiving party or the disclosing
one or both (Unilateral or Bilateral). Furthermore, NDAs could have more
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than two parties, therefore such NDAs should address which parties are to
be obligated.

. The term and conditions (in years) of the confidentiality, i.e. the time period

of confidentiality.

. Information that to be excluded from the NDA. Such as having a prior knowl-

edge of the information, being in public domain, or subsequently gained
from other parties.

. Required actions that should be taken with the confidential information

upon NDA’s ending.

. The responsibilities of the recipient concerning the confidential informa-

tion:

e Using the information only for the agreed upon purposes.

o To reveal it only to people with a need to know the information for
those purposes.

o To use appropriate efforts (not less than reasonable efforts) to keep the
information secure. Reasonable efforts are often defined as a standard
of care relating to confidential information that is no less rigorous than
that which the recipient uses to keep its own similar information secure.

e To ensure that anybody to whom the information is revealed further
abides by obligations restricting use, restricting disclosure, and ensur-
ing security at least as protective as the agreement.

21.4.5.11.The parties should choose the law and jurisdiction that is governing their

agreement.

<<
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22. Remote Access Policy J

22.1. Overview

{ Remote access to (Organization)’s network is essential to maintain its productivity for
: those employees who perform business from a remote location, such as home or when
traveling, but in many cases this remote access originates from networks that may already

be compromised or are at a significantly lower security posture than (Organization)’s net-

¢ work. While measures have been taken to secure this type of connection, remote access is

inherently a security risk. Consequently, policy, standards and procedures are required to
' minimize this risk.

22 2. Purpose

i This policy aims to define rules and requirements for connecting to (Organization)’s net-
work from any external devices via remote access technology, and that is to minimize the
potential exposure to (Organization) from damages which may result from unauthorized
use of (Organization) resources. Damages include the loss of sensitive or confidential
data, intellectual property, damage to public image, damage to critical (Organization)

: internal systems, and financial liabilities incurred as a result of those losses.

22.3. Scope

i This policy applies to all (Organization) employees, contractors, and other personnel in or
out of (Organization), including employees of affiliated third-party organization, who uti-

lize (Organization) or personally-owned devices to remotely access the (Organization)
network, and to remote access connections used to do work on behalf of (Organization),
including reading or sending email and viewing intranet web resources. This policy ap-
plies to all equipment that is owned, leased, operated, or maintained by (Organization).

22.4. Policy and Requirements

22.4.1.1. While connected to (Organization) computing resources, remote access
users are required to follow (Organization) policies at all times, including
the Acceptable Use Policy.

22.4.12. All employees requiring remote access for business purposes must go
through an application process that clearly outlines why the access is re-
quired and what level of service the employee needs should his/her appli-
cation be accepted. The Remote Access Agreement must be approved and
signed by the employee’s unit manager, supervisor, or department head be-
fore submission to the local IT department. The IT department will submit

the application to the higher management for final review and approval.

<<
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. All devises that used to remote access must have appropriate security pro-
tections enabled. These protections include but are not limited to, the use
of up-to-date Internet security software (this includes Anti-Virus, Firewalls
etc.), and all the most recent appropriate operating system security patches
applied and a personal firewall installed where available.

. Itis the responsibility of (Organization) Authorized Users (employees, con-
tractors, and third-parties with remote access privileges to (Organization)’s
network) to ensure that their remote access connection is given the same
consideration as the user’s on-site connection to (Organization).

. Acceptable User Behavior: General access to the Internet use through the
(Organization) network is strictly limited to (Organization) Authorized Us-
ers. When accessing the (Organization) network from a personal comput-
er, Authorized Users are responsible for preventing access to any (Organi-
zation) computer resources or data by non-Authorized Users. Performance
of illegal activities through the (Organization) network by any user (Autho-
rized or otherwise) is prohibited. The Authorized User bears responsibility
for and consequences of misuse of the Authorized User’s access.

. Authorized Users will not use (Organization) networks to access the Inter-
net for outside business interests. Authorized Users must review the follow-
ing policies for details of protecting information when accessing the (Or-
ganization) network via remote access methods, and acceptable use of
(Organization)’s network:

e Acceptable Use Policy

o Virtual Private Network (VPN) Policy
e Wireless Communications Policy

e Acceptable Encryption Policy

. All remote access must be centrally managed by System Data Center (SDC)
and will use appropriate security measures based on access requirements.

. Third Party Access Sessions: Al third-party access sessions must be notified
and the appropriate change management procedures must be adhered to.

. Remote access user agrees to immediately report to (who is in charge) any
incident or suspected incidents of unauthorized access and/or disclosure of

(Organization) resources or information.

22.4.1.10.Any device connecting to (Organization) computing resources is subject

to monitoring, which may include but is not limited to date, time, duration
of access, identification of endpoint and all traffic which traverses (Organi-
zation) networks. Personal files on non-(Organization) equipment will not
be monitored.
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224.2.1.

Secure remote access must be strictly controlled with encryption (i.e., Vir-
tual Private Networks (VPNs)) and strong pass-phrases. Control will be en-
forced via one-time password authentication or public/private keys with
strong pass-phrases. For information on creating a strong pass-phrase see
the Password Policy.

. Authorized Users must protect their login information and password from

everyone, even from family members.

. While using an (Organization)-owned computer to remotely connect to

(Organization) ‘s network, Authorized Users shall ensure the remote host
is not connected to any other network at the same time, with the exception
of personal networks that are under their complete control or under the
complete control of an Authorized User or Third Party.

. Use of external resources to conduct (Organization) business must be ap-

proved in advance by information security department and the appropriate
business unit manager.

. All' hosts that are connected to (Organization) internal networks via remote

access technologies must use the most up-to-date anti-virus software, this
includes personal computers. Third party connections must comply with re-
quirements as stated in the Third-Party Agreement.

. Personal equipment used to connect to (Organization) ‘s networks must

meet the requirements of (Organization) -owned equipment for remote
access as stated in the Hardware and Software Configuration Standards for
Remote Access to (Organization) Network.

<<
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23. Physical Security Policy J

23.1. Introduction

! Physical security is a set of security measures adopted to make sure that only authorized
individuals are allowed access to resources, equipment, and other assets in a data center.
Physical security procedures and measures can consist of a broad spectrum of methods to
discourage intruders, which may also resort to methods based on technology. A well em-
ployed physical security policy protects the data center’s resources and equipment against
theft, vandalism, natural disaster, sabotage, cyber-attack and other malicious acts. All per-
sonnel should make themselves aware of the contents of the security policy and adhere to
: those parts of the policy that cover their areas of work.

23 2. Purpose

i Itis essential to state and enforce physical and environmental controls in order to protect
information assets and systems from unauthorized access, and defense against environ-
mental threats. This policy sets out the requirements for the protection of data centers
from both physical and environmental threats to ensure the confidentiality, integrity, and
availability of the data contained within.

23 3. Scope

i This policy describes the physical security requirements for the (Organization)’s Data Cen-
ter, including Network Operating Center (NOC) offices and the data center, and all con-
tents therein. It covers a wide variety of property and people requirements. All employees,
contractors, service engineers, and agents of the (Organization) are covered by this policy
and expected to comply with its requirements.

23.4. Policy

23.4.1.1. Natural Disaster Risks

The location of the data center should be selected where the risk of natural disasters is
at acceptable levels. Natural Disasters include but are not limited to lightning storms,
heavy rain, sandstorms and floods.

T
The site should be within an area where the risk of man-made disaster is as low as pos-
sible. Man-made disasters include but are not limited to plane crashes, riots, explo-
sions, armed conflicts, and fires. The Site should not be adjacent to airports, prisons,
freeways, stadiums, and parade routes.

S A 3 Lo
The reliability of the facilities providing electrical power to the site should be at 99.9%

or better. Electricity must be received from two separate substations (or more) pref-
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erably attached to two separate power plants. There should be two sources of water
available to the site. There must be connectivity to more than one access provider at
the site.
I T P
Data center should not share same space with other offices, especially those not
owned by the same entity. In case the data center must share space with other offices,
it should not have walls adjacent to them.
23.4. 1.4.1. Site Perimeter
Each entry point of the data center should be guarded, where the data
center employees’ access to the facility should be controlled using a reli-
able method of automatic authentication. There should not be anything
that could obstruct the surveillance via CCTV camera or by the patrolling
guards in the surrounding areas. There should not be a sign advertising

that the place is in fact a data center or what (Organization) owns it.

23 4.1.4.2. Surveillance
CCTV cameras should be installed outside the building to monitor places
nearby properties. Guards should patrol the property’s perimeter regu-
larly. All vehicles belonging to (Organization)’s staff, contractors, guards,
and cleaning crew should be issued parking permits. Others should only
be allowed to use the visitor parking areas. Vehicles not fitting either of
these classifications should be towed.

23.4. 1.4.3. Outside Windows and Computer Room Placement

i The rooms containing the computers should not have windows to the
outside. Those windows pose the risk of remote eavesdropping and the
introduction of extra heat from casting sunlight inside the rooms. Those
rooms should also be located in the interior of the data center. If they
must have a wall at the edge of the data center, a physical barrier should
be placed outside the wall preventing any direct access the room’s wall.

23 4.1.4.4. Access Points

Automatic authentication technique should be placed at all entry points
of the facility. Any equipment or items accompanying any individual en-
tering the facility should be logged by security guards when entering
and accounted for on exit detailing the time and person’s identity. Access
to the authentication badges database should be available at the securi-
ty kiosk, where the pictures of badge’s holder must be accessible. Badges
must have a picture of the holder.
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23.4.1.5. Server Rooms
23.4.1.5.1. Access

Signs designating the room as restricted access and prohibiting food,
drink, and smoking in the servers’ room should be present. Its doors
should be equipped with an automatic authentication method. Besides,
the doors should be fireproof. Only two doors should be at each server
room. Due to the lack of windows, one door is considered a poor design
in most fire codes. Access to computer rooms should only be granted to
those maintaining the servers or room’s infrastructure. During holidays,
access should be restricted to emergencies.

23.4.1.5.2. Infrastructure
Server rooms should be monitored by CCTV cameras. Redundant access
to power, cooling, and connectivity should be present at each computer
room. The server rooms should have a raised floor of around 46 centime-
ters in order to provide air flow and cable management. Besides, those
rooms should be equipped with air filtration. Server room’s ceiling should
be high to allow for heat dissipation.

23.4.1.5.3. Environment
The temperature at each server room should be maintained between 12
and 24 degrees Celsius. The humidity should be kept between 20% and
80%. Both the temperature and humidity should be monitored using
sensors installed in the rooms and their readings needs to be logged and
reported to the Network Operating Center.

23.4.1.5.4. Fire Prevention
A total flooding agent solution should be in place in each server room.
Suitable fire extinguishers must be placed in each server room. Prefera-
ble Pipe sprinkler systems must not be used in server rooms.

23.4.1.6. Facilities
23.4.1.6.1. Cooling Systems
i There must be redundant cooling system in place. Outdoor Parts of the
Cooling Systems must be secluded from the car park of the Data Center.

23.4.1.6.2. Power
The server room must have at least battery based power source onsite
with that can provide enough time of operation to switch over to fossil
fuel power generation. In case there is no fossil fuel backup, the battery
should last for at least 24 hours. The fuel should be enough for 24 hours
and it should be stored onsite, while there should be a contract to obtain
up to a week worth already in place.
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23.4.1.6.3. Trash
While dumpsters should be monitored by CCTV cameras, all paper docu-
ments containing any sensitive information should be at least shredded
onsite or destroyed beyond retrieval before discarding them.

23.4. 1.6.4. Network Operating Center (NOC)

¢ The NOC must have fire, power, weather, temperature, and humidity
monitoring systems in place. There must be redundant methods of com-
munication between the NOC and the outside world. It must be manned
24/7.1tis recommended that NOC staff need to monitor news outlets for
events effecting the security of the data center.

23.4.1.7. Disaster Recovery

23.4. 1.7.1. Disaster Recovery Plan

i The data center must have a disaster recovery plan. Ensure that the plan
addresses the following questions: What constitutes a disaster? Who gets
notified regarding a disaster and how? Who conducts damage assess-
ment and decides what back-up resources are utilized? Where are back-
up sites located and what is done to maintain them on what schedule?
How often and under what conditions is the plan updated? If the orga-
nization does not own the data center what downtime does the service
level agreement with the center allow? A list of people within the or-
ganization to notify must be maintained by the NOC of the data center
including office, home, and mobile phone numbers and Instant Message
Names if available. How often are those people updated?

23.4. 1.7.2. Offsite Backup

i There must be regular offsite backups of sensitive data. A backup poli-
cy must be issued and implemented regarding the steps that should be
followed to restore backup and containing a schedule of rehearsals for
testing the readiness of the backup procedures.

23.4.2.1. Outsiders
23.4.2.1.1. Guards
All security guards should be submitted to criminal background checks
prior to hiring and repeated regularly. They should be familiarized and
trained on strictly enforcing the physical security policy.

23.4.2.1.2. Cleaning Crews
All Cleaning staff should work in groups of at least two. Cleaning crew
should be restricted to offices and the NOC. If cleaning staff must access
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a Computer Room for any reason they must be escorted by NOC person-
nel.

23.4.2.1.3. Service Engineers
The times of entering and leaving the premises of the service engineers
must be logged at the building entrance. The NOC staff should log the
Service Engineers’ badge exchange to access a server room.

23.4.2.1.4. Visitors

i Visitors must be accompanied by the person whom they are visiting all
the time during their visit. Visitors must not be permitted access to a serv-
er room without written consent from data center administration. All visi-
tors who enter Computer Rooms must sign Non-Disclosure Agreements.

23.4.2.2. Users
23.4.2.2.1. Education
i The users must be aware of the risk of shoulder surfing and other social
engineering methods and they must be trained to watch out for intrud-
ers. They also should be trained on securing desktops and laptops with-
in the center and laptops outside of it, awareness of surroundings, and
emergency procedures.

23.4.2.2.2. Policy
All users at the data center must sign Non-Disclosure Agreements. A
Physical Security Policy should be signed by each user and enforced by
security guards.

23.4.2.3. Disaster Recovery
23.4.2.3.1. Organizational Chart
i An organizational chart should be maintained detailing job function and
responsibility. Ideally the organization chart would also have information
on which functions the worker has been cross trained to perform.

23.4.2.3.2. Job Function Documentation
It's not enough to document only what current employees know at the
moment about existing systems and hardware. All new work, all changes,
must be documented as well.

23.4.2.3.3. Cross Training
Data Center employees should be cross trained in a number of other job
functions. This allows for a higher chance of critical functions being per-
formed in a crisis.

> >



' ilogle ol dollug ool duibngl dirall <<
\’ National Information Security & Safety Authority - @

23.4.2.3.4. Contact Information
A contact database must be maintained with contact information for all
Data Center employees.

23.4.2.3.5. Telecommuting
Data Center employees should regularly practice telecommuting. If the
data center is damaged or the ability to reach the data center is dimin-
ished then work can still be performed remotely.

23.4.2.3.6. Disparate Locations
If the organization has multiple Data Centers then personnel performing
duplicate functions should be placed in disparate centers. This allows for
job consciousness to remain if personnel at one center are incapacitated.
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24. Incident Handling Policy J

2

4.1. Overview

: Simultaneously with their growing Online presence, organizations and individuals be-
come increasingly susceptible to cybersecurity attacks. Most organizations prefer to avoid
and mitigate the damage caused by such attacks by establishing and implementing infor-
mation security policies and plans.

Incident handling policy deals with the aftermath of an information security incident. It
outlines who, where, and how should respond to the incident. In case an organization
lacks an incident response policy, a response to an incident may be delayed, and the ev-
idence indicating the cause of the incident can be permanently lost. This, in turn, will in-
crease the impact of the incident and prevent the organization from addressing similar
incidents in the future. Drafting an effective incident response policy requires substantial
planning and resources.

2

4.2. Purpose

: This document defines the policy for addressing Security Incidents related to (Organiza-

tion) information systems and operations through appropriate Incident Response. Addi-
: tionally, the objective of this policy is to create a set of standards that should be followed
: whenever a cybersecurity incident occurs.

2

.
.
.
.

.
.
.

2

4.3.Scope
This policy applies to all employees, contractors, consultants and partners of (Organiza-
tion) entities including, but not limited to, business units and subsidiaries.

4.4, Policy

24.4.1.1. Incident Handling Plan: This plan must be drafted and should include roles,
responsibilities, and communication strategies in the event of a compro-
mise including notification of relevant external partners.

24.4.1.2. Computer Security Incident Response Team: Information Technology De-
partment management must organize and maintain a Computer Security
Incident Response Team (CSIRT) or any equivalent qualified Incident Re-

sponse Team (IRT) that has the same roles and responsibilities.

24.4.2.1. Incident Response Availability: (Organization) Computer Security Incident
Response Team (CSIRT) must be available at all times to respond to alerts
that include but are not limited to an evidence of unauthorized activity,
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detection of unauthorized wireless access points, critical IDS alerts, and re-
ports of unauthorized critical system or content file changes.

24.4.2.2. Designated Contact Person for All Disasters and Security Events: Unless ex-
pressly recognized as an authorized spokesperson for (Organization), no
worker may speak with the press or any other outside parties about the
current status of a disaster, an emergency, or a security event that has been
recently experienced.

24.4.23. Incident Management Responsibilities: The individuals responsible for han-
dling information systems security incidents must be clearly defined by the
most senior Information Security staffer. These individuals must be given
the authority to define the procedures and methodologies that will be used
to handle specific security incidents.

24.4.2.4. Providing Information in Legal Proceedings: Workers are prohibited from
providing any (Organization) records, or any copies thereof, to third parties
outside of (Organization) or to government officials, whether in answer
to a subpoena or otherwise, unless the prior permission of the Chief Legal
Counsel has first been obtained.

24.425. Crisis Management Plan: Crisis management plan must be prepared and
annually updated, it should cover topics such as a process for managing the
crisis, crisis decision making continuity, the safety of employees, damage

control, and communications with third parties such as the media.

24.4.3.1. Obtain all hardware and software needed to investigate an incident and
keep it stored in a secure location.

24.43.2. Maintain a series of forms and report templates that will be used to docu-
ment incidents, the procedures used to investigate the incident, and the
subsequent findings.

24.4.3.3. Select agroup of employees to serve on the CSIRT. This team should contain
experts from all technical areas supported by (Organization), such as (Net-
work, telecommunications, technical support, server administration, etc.),
so the team is prepared to handle any computer incident. Members of the
CSIRT will only need to respond to incidents that pertain to their body of
knowledge. However, one member of the CSIRT should be designated as
the lead investigator and will be responsible for organizing and managing
the CSIRT whenever an incident occurs. All members of the CSIRT must re-

ceive periodic training on how to properly respond to an incident.
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. Incident reports must accurately describe the details of an event and should

be written in language that is understandable to readers without a technical
background.

. Cybersecurity incidents or/and Security Events, once discovered, must be

promptly reported as quickly as possible through appropriate management
channels

o Telephone calls

e Voice mail

e« Email

o Website form

o Ticketing System

. Personnel and contractors using the (Organization)’s information systems

and services are responsible to note or report any observed or suspected
security weakness or incident in systems or services and any violations of
policy using the appropriate reporting procedures. Failure to report an in-
cident will lead to disciplinary action against the user(s) who witnessed or
detected the incident.

. Internal incidents must be reported by contacting the Help Desk or the

Chief Information Security Officer (CISO). For all incidents reported to the
Help Desk, the technician receiving the call must gather information on the
nature of the incident as detailed in the Incident Notification form and im-
mediately notify the CISO of the incident. The Help Desk technician should
not discuss the incident with anyone else unless instructed to do so by the

. Incident reports originating from sources outside the (Organization) shall

be taken seriously and investigated for validity. Discoveries from the result-
ing investigation should be handled using the established policies.

. Loss or disclosure of sensitive information: If sensitive information is lost,

disclosed to unauthorized parties, or suspected of being lost or disclosed to
unauthorized parties, both its Owner and the Information Security Depart-
ment [or equivalent department] must be notified immediately.

. Violation And Problem Reporting Interference: Any attempt to interfere

with, prevent, obstruct, or dissuade a staff member in their efforts to report
a suspected information security problem or violation is strictly prohibited
and cause for disciplinary action.

. Reporting Unauthorized Activity: Users of (Organization) information sys-

tems must immediately report to the most senior Information Security staff-
er any unauthorized loss of, or changes to computerized production data.
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Any questionable usage of files, databases, or communications networks
must likewise be immediately reported to the same senior.

24.4.4.9. Reporting System Vulnerabilities: Users must promptly report all informa-
tion security alerts, warnings, suspected vulnerabilities, and the like to the
Information Systems Help Desk. Users are prohibited from utilizing (Orga-
nization) systems to forward such information to other users, whether the
other users are internal or external to (Organization).

24.4.4.10.Security Weaknesses and Vulnerability Discussion: Workers who discover
a weakness or vulnerability in the information security measures used by
(Organization) must not discuss these matters with anyone other than the
most senior Information Security staffer, Internal Audit Manager, or trained
investigators designated by one of them.

24.4.4.11.Reporting Security Vulnerabilities: When a new and serious information sys-
tems security vulnerability associated with a particular vendor’s hardware
or software is discovered, it must be immediately reported to appropriate
public media for public dissemination.

24.4.4.12.5chedule for Responses to Reported Security Problems: (Organization)
must acknowledge receipt of all reported vulnerabilities with its products
or services within seven days. It must provide a detailed response to the re-
porting party within ten days from the time the report was received. It must
also endeavor to contact the reporting party every seven days while a patch
or fix is being developed, and it must endeavor to resolve the vulnerability

within thirty days, or as soon as is practically feasible concisely and clearly.

24.4.4.15.All incident reports must be reviewed by the CISO, and by management for
incidents

24.4.4.16.All reports and evidence pertaining to an incident shall be retained for a
period of at least 10 years.

24.4.5.1. Before starting an investigation, the CSIRT needs to verify that an incident
has actually occurred. The following actions must be taken by the CSIRT to
provide them with enough information to make this decision:

24.45.2. Review the Incident Notification form filled out by the Help Desk technician
or the CISO. The incident reporter should be contacted if further informa-
tion or clarification is needed.

24.4.5.3. Review relevant system logs to identify data that would support the belief
an incident has occurred. Interview Organization personnel (non-IT) that
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may be able to provide a context for the incident. Note that all steps may not
be required for certain types of incidents. Discretion should always be used
when acquiring system logs and questioning employees who are not aware
of the incident. At the end of this phase, the CSIRT should know whether or
not anincident occurred and if so what type of incident occurred, which sys-
tems are affected, and the potential impact to (Organization). The investi-
gation shall not proceed until all of the previous questions can be answered
by the CSIRT.

24.4.6.1. Security Events should be assessed and it must be decided if they are to be
classified as Security Incidents.

24.4.6.2. Incident Alerts — IDS: The incident response plan must include actions re-
quired to alerts from the intrusion detection system.

24.463. Incident Alerts — IPS: The incident response plan must include actions re-
quired to alerts from the intrusion prevention system.

24.4.6.4. Incident Alerts - File Integrity Monitoring Systems: The incident response
plan must include actions required to alerts from all file integrity monitoring

systems.

24.4.6.6. Data Breach Response Plan: (Organization) management must be pre-
pared, tested and annually updated, a Data Breach Response Plan that ad-
dresses policies and procedures for responding in the event of a breach of
sensitive data.

24.4.7.1. Sources of Digital Evidence: For every production computer system, the
Information Security Department must identify the sources of digital evi-
dence that reasonably could be expected to be used in a court case. These
sources of evidence must then be subject a standardized capture, retention,
and destruction process comparable to that used for vital records.

24.4.7.2. individual person responsible for electronic evidence production: (Organi-
zation) will appoint an individual responsible for coordinating the discov-
ery and presentation of electronic evidence that may be required in a court

24.4.7.3. Special Data classification for possible electronic evidence: (Organization)
data that may be considered electronic evidence must have a specific data

classification.
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24.4.7.4. Electronic data must be collected in a forensically sound manner. Whenever
possible, a forensics toolkit such as EnCase or FTK must be used. For evi-
dence that is not collected via a forensics toolkit, the investigator(s) must
take detailed notes of how the data was collected.

24.47.5. Md5 sums shall be taken of all collected data immediately following evi-
dence acquisition.

24.4.7.6. All electronic evidences must be copied to removable storage and placed
in a locked evidence cabinet or safe to which only the CISO and the lead
member of the CSIRT have access. Every piece of evidences will have an
accompanying evidence tag.

24.4.7.7. Forincidents requiring non-electronic evidence (e.g., personnel files and in-
terviews with employees and/or witnesses), all information gathered must
be immediately documented and stored in a confidential location. Personal
employee data learned through these inquiries by an investigator must not

be shared with anyone outside of the CSIRT.

24.4.8.1. Forensic Analysis Process: Every analysis or investigation using data storage
media that contains information that might at some point become import-
ant evidence to a computer crime or computer abuse trial, must be per-
formed with a copy rather than the original version. This will help to prevent
unexpected modification to the original information.

24.4.82. Investigation Status Reports: The status of information security investiga-
tions must be communicated periodically to management only by the lead
investigator or the management representative of the investigation team.

24.4.8.3. Computer Crime Investigation Information: All evidence, ideas, and hy-
potheses about computer crimes experienced by (Organization), includ-
ing possible attack methods and perpetrator intentions, must be commu-
nicated to the Chief Legal Counsel and treated as restricted and legally
privileged information.

24.4.8.4. Information Security Investigation Teams: Any person who personally knows
the suspects, or who is friendly with them, for conflict of interest reasons is
barred from participating on an information security incident investigation

24.4.85. Internal Investigations and Official Inquiries: All (Organization) workers
must testify or otherwise respond to questions associated with internal in-
vestigations when directed to do so by the Chief Legal Counsel.

24.48.6. Intrusion Investigations Details: Details about investigations of information
system intrusions that may be still underway must not be sent via electronic

mail. Likewise, to prevent such information from falling into the hands of
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intruders, files which describe an investigation now underway must not be
stored on potentially compromised systems or anywhere on a related net-
work where they could be reasonably expected to be viewed by intruders.
24.4.8.7. During the analysis process: the investigator(s) must take step by step con-
temporaneous notes of all actions that were taken to collect the data. These
notes should be detailed and clearly written such that they could be under-

stood and repeated by a third-party investigator.

24.49.1. Incident Response Plan Evolution - Lessons Learned: The incident response
plan must be updated to reflect the lessons learned from actual incidents.

24.49.2. Incident Response Plan Evolution - Industry Developments: The incident
response plan must be updated to reflect developments in the industry.

= 24.5. Terms and Definitions

CISO (Chief information security officer): is the senior-level executive within an or-
ganization responsible for establishing and maintaining the enterprise vision, strate-
gy, and program to ensure information assets and technologies are adequately pro-
tected.

CERT (Computer Emergency Response Team) / CSIRT (Computer Security Inci-
dent Response Team): is a carefully selected and well-trained team of IT security ex-
perts whose main business is to respond to computer security incidents. It provides
the necessary services to handle them and support their constituents to recover from
breaches

Data Breach: A Security Incident that directly impacts Personal Data, Sensitive Per-
sonal Information or Personally Identifiable Information.

Incident handling: actions of detecting, reporting, assessing, responding to, dealing
with, and learning from information security incidents

Incident response: Actions taken to mitigate or resolve an information security inci-
dent, including those taken to protect and restore the normal operational conditions
of an information system and the information stored in it.

Malicious Code: Software or firmware intended to perform an unauthorized process
that will have adverse impact on the confidentiality, integrity, or availability of an in-
formation system. A virus, worm, Trojan horse, or other code-based entity that infects
a host.
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24.5.7. Security Event: An identified occurrence of a system, service or network state indi-
cating a possible breach of information security policy, a possible exploitation of a
Security Vulnerability or Security Weakness or a previously unknown situation that
can be security relevant.

24.5.8. Security Incident: An occurrence that actually or potentially jeopardizes the confi-
dentiality, integrity, or availability of an information system or the information the sys-
tem processes, stores, or transmits or that constitutes a violation or imminent threat
of violation of security policies, security procedures, or acceptable use policies.

24.5.9. Security Vulnerability: A weakness of an existing asset or control that can be exploit-
ed by one or more threats.

24.5.10. Security Weakness: A weakness that results from the lack of an existing, necessary
control.

= 24.6. APPENDIX

24.6.1. Event Categorization:

This list is not comprehensive and other categories may be added to help with the reporting
process. Security events must be categorized according to the potential impact or threat to the
confidentiality, integrity, and availability of the (Organization)’s electronic information and/or
information systems. Categorization is necessary in order to assess the risk to the (Organiza-
tion)’s business services and operations, and to determine the appropriate response.

24.6.1.1. Incident Types
TYPE DESCRIPTION

Attempted Intrusion A significant and/or persistent attempted intrusion that
stands out above the daily activity and could result in
unauthorized access of the target electronic information
or information system.

Denial of Service Intentional or unintentional denial of service (successful
or persistent attempts) that affects or threatens to affect
a critical service or denies access to all or one or more
large portions of the (Organization)’s network.

Malicious Software All instances of successful infection or persistent at-
tempts at infection by malicious code, such as viruses,
Trojan horses, or worms.
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Policy Violation Access or use of the (Organization)’s electronic informa-
tion or information systems that violates Rowan policies
and may present a risk to the (Organization)’s electronic
information or information systems.

Reconnaissance Activity Instances of unauthorized port scanning, network sniff-
ing, resourcing mapping probes and scans, and other
activities that are intended to collect information about
vulnerabilities in the (Organization)’s network and to
map network resources and available services.

Social Engineering Aninstance (orinstances) where an attacker uses human
interaction to obtain or compromise information about
the (Organization), its personnel, or its information sys-
tems.

Unauthorized Use Any activity that is not recognized as being related to
(Organization) business or normal use.

24.6.1.2. Incident Severity Levels:

Rating the severity of an incident is a subjective measure of its threat to any Organi-

zation’s operations. The severity level helps determine the priority for handling the

incident, who manages the incident, and the incident response plan.

The following factors help determine severity level:

o Criticality of the information system.

 Sensitivity of the information stored on or accessed through the system or service.

« Probability of propagation. Is the incident contained or can it spread beyond its
current boundaries?

24.6.2. INCIDENT HANDLING AND REPORTING
The incident report must include basic information of the information security incident, such as
when, what, how and why the incident occurred, as well as the incident category, impact, and
result of incident response.
S5 Bt
24.6.2.1.1. Date of incident
24.6.2.1.2. Incident number
24.6.2.1.3. Related event and/or incident numbers (if applicable)
"2"4;"6“.5.5..“ﬁé"ﬁat:f'i"r'{é"bme;;gr'i .........................................................................................................................................
24.6.2.2.1. Name
24.6.2.2.2. Contact information such as address, organization, depart-

ment, telephone and e-mail
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24.6.2.2.3. CSIRT member details
24.6.2.2.4. Name
24.6.2.2.5. Contact information such as address, organization, depart-

ment, telephone and e-mail

. Incident description

24.6.2.3.1. What occurred

24.6.2.3.2. How occurred

24.6.2.3.3. Why occurred

24.6.2.3.4. Initial views on components/assets affected

24.6.2.3.5. Any vulnerability identified

24.6.2.3.6. Physical location of the affected information system.
L b S

24.6.2.4.1. Date and time the incident occurred

24.6.2.4.2. Date and time the incident was detected

24.6.2.4.3. Date and time the incident was reported
: 'i'ﬁé'i'a.é.ﬁfaiéé'aﬁ ........................................................................................................................................

24.6.2.5.1. Components/assets affected

24.6.2.5.2. Adverse business impact/effect of incident

24.6.2.5.3. Total recovery cost from incident

24.6.2.5.4. Incident resolution

24.6.2.5.5. Person(s)/perpetrator(s) involved (if incident caused by people)

24.6.2.5.6. Description of perpetrator

24.6.2.5.7. Actions taken to resolve incident

24.6.2.5.8. Actions planned to resolve incident

24.6.2.5.9. Actions outstanding Conclusion

<<
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25. Data Backup Policy J

25.1. Introduction

! Systems and computers fail periodically. Vital records, systems and work products may be
irretrievably lost if they have only been stored on the failed computer or computer system.
The resulting frustrations, lack of productivity and cost are few of the consequences. This
policy is designed to prevent such occurrences by having alternative locations for these
systems and data, so they can be restored.

Data backup is the process of copying, storing and restore and recovery of computer data.
Simply stated data in whatever format it may be in.

: The purpose data backup is as follows:

o To provide secure storage for data assets critical to the work flow at (Organiza-
tion).

« To prevent loss of data in the case of accidental deletion, corruption of data, sys-
tem failure, or disaster.

« To permit timely restoration of archived data in the event of a disaster or system
failure.

25 2. Purpose

i The purpose of this policy is to provide a consistent framework to apply to the backup
process. The policy will provide specific information to ensure backups are available and
useful when needed - whether to simply recover a specific file or when a larger-scale re-
covery effort is needed.

25.3. Scope

i This policy applies to all data stored on (Organization) systems, on all computers, both
laptops and desktops, and to all servers owned by (Organization) and any other electron-
: ic devices that may have storage capacity and consists of relevant data.

25.4. Policy

25.4.1.1. (Organization) must identify what data is most critical. This can be done
through a formal data classification process or through an informal review
of information assets. Regardless of the method, critical data should be iden-
tified so that it can be given the highest priority during the backup process.

25.4.1.3. All data determined to be critical to (Organization) operation and/or em-
ployee job function.

25.4.1.4. All information stored on the (Organization) file server(s). It is the user’s
responsibility to ensure any data of importance is moved to the file server.

<<
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25.4.1.5. All information stored on network servers, which may include web servers,
database servers, domain controllers, firewalls, and remote access servers,
etc.

25.4.2.1. When stored onsite, backup media must be stored in a fireproof container in
an access-controlled area.

25.4.2.2. Geographic separation from the backups (sufficient distance) must be main-
tained, to some degree, in order to protect from fire, flood, or other regional
or large-scale catastrophes, to escape any damage from a disaster at the
main site.

25.4.2.3. When moved offsite, backup media should be reasonably secured from
theft or fire, and should be stored in a hardened facility that uses accepted
methods of environmental controls, and access controlled secure, to ensure
the integrity of the backup media.

25.4.2.4. Online backups (Cloud) are allowable if the service meets the criteria spec-
ified herein.

25.4.3.2. Backup frequency is critical to successful data recovery. (Organization)
must determine a backup schedule for sufficient data recovery in the event
of an incident, while avoiding an undue burden on the users, network, and
backup administrator.

25.43.3. All staff are reminded that they are individually responsible for data held
locally on their desktop or laptop computer and all critical data must be

stored on the backup media used at (Organization).

25.4.3.5. The data restoration procedures must be tested and documented. Docu-
mentation should include exactly who is responsible for the restore, how it
is performed, under what circumstances it is to be performed, and how long
it should take from request to restoration. It is extremely important that the
procedures are clear and concise such that they are not misinterpreted by
readers other than the backup administrator, and confusing during a time
of crisis.

25.4.4.1. (Organization) should determine the time required for backup retention,
and what number of stored copies of backup-up data is sufficient to effec-
tively mitigate risk while preserving required data.
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25.4.4.2. Backup copies must be maintained in accordance with the Retention and
Disposal Schedule for backup copies. The schedule will determine the sta-
tus of the information, as to whether it can be disposed of, cycled back into
production or remain in archive storage.

25.4.5.1. Stored copies must be stored with a short description that includes the fol-
lowing information:

Backup date / Resource name / type of backup method (Full/Incremental).

25.45.2. A record of the physical and logical movements of all backup copies shall
be maintained.

Physical and logical movement of backup copies shall refer to:

o Theinitial backup copy and its transit to storage.

e Any movement of backup copies from their storage location to another
location.

25.4.5.3. Stored copies must be made available upon authorized request:

The request for stored data must be approved by an authorized person

nominated by a Director/Manager in the appropriate department. Requests

for stored data must include:

o Completion of a form that outlines the specifics of the request, includ-
ing what copy is being requested, where and when the requester would
like it delivered and why they are requesting the copy.

e Acknowledgment that the backup copy will be returned or destroyed
promptly upon completion of its use.

e Submission of a return receipt as evidence that the backup copy has
been returned.

25.4.5.4. Backup information must be given an appropriate level of physical and en-
vironmental protection consistent with the standards applied at the main
site; the controls applied to media at the main site should be extended to

cover the backup site.

25.4.6.1. Restoration procedures should be regularly checked and tested to ensure
that they are effective and that they can be completed within the time al-
lotted in the operational procedures for recovery, and report on its ability
to recover data.

25.4.6.2. Backup media should be regularly tested to ensure that they can be relied
upon for emergency use when necessary.

25.4.6.3. Backup restores must be tested when any change is made that may affect
the backup system.

<44
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On a daily basis, log information generated from each backup job will be
reviewed for the following purposes:

o To check for and correct errors.

o To monitor the duration of the backup job.

o To optimize backup performance where possible.

. Backup media in transit and store shall be protected from unauthorized ac-

. Where special controls are required, i.e. to protect sensitive or critical infor-

. All backup media shall be appropriately disposed of. Media will be retired

. Certain types of backup media have a limited functional lifespan. After a

cess, misuse or corruption, including sufficient protection to avoid any phys-
ical damage arising during transit and store. All personnel responsible for
data backup processing shall have:

o Relevant identification

e Relevant authorization.

mation, the following should be considered:

e Use of a secured container(s).

e Hand delivery.

e In extreme cases, the delivery split and dispatched by separate routes.

and disposed of as described below:

e Prior to retirement and disposal, the media must be prepared.

e The media should no longer contains active backup images.

e The media’s current or former contents shouldn’t be read or recovered
by an unauthorized party.

o Physical destruction of all backup media should be prior to disposal.

certain time in service the media can no longer be considered dependable.
When backup media is put into service the date must be recorded on the
media. The media must then be retired from service after its time in use ex-
ceeds manufacturer specifications.
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26. Disaster Recovery Plan Policy J

26.1. Overview

: Business requires several different resources like staff, infrastructure, and technology,
which is undoubtedly one of the core aspects of success. Therefore, (Organization) must
be ready for any disturbances in technology that can happen due to unexpected events
such as fire, vandalism, terrorism, system failure, or natural disaster.

The Disaster Recovery Plan (DRP) is often part of the Business Continuity Plan, and it is the
process of restoring critical technology services used to support business operations im-
mediately following a significant man-made or natural disruption (“disaster”).

26 2. Purpose

i The purpose of this policy is to provide directions and general rules for the creation, im-
plementation, and management of the Disaster Recovery Plan (DRP) for (Organization).
This policy defines the requirements for a baseline disaster recovery plan to be developed
and implemented by (Organization) that will describe the process to recover IT Systems,
Applications, and Data from any type of disaster that causes a major outage.

26 3.Scope

i This policy is directed to the Information and communication technology (ICT) Manage-
ment Staff who is accountable to ensure the plan is developed, tested, and kept up to
date. The scope of this policy contains procedures regarding a recovery plan that shall be
developed and implemented in the event of an emergency, disaster, or other occurrences,
when any system that contains electronically stored information is affected, including data
backup, disaster recovery planning, and emergency mode operation plan.

26.4. Policy

Disaster Recovery Plan (DRP) must be created, developed, and implemented when needed
to ensure recoverability from the loss of data due to an emergency or disaster such as fire,
vandalism, terrorism, or natural disaster.

26.4.1. The Disaster Recovery Plan must be documented and easily available to the assigned

personnel who are accountable to implement it.

26.4.3. The Disaster Recovery Plan must be reviewed, tested, and approved on an annual ba-

sis.

26.44. The tests results must be documented to be used as part of the ongoing improve-

ment of the DRP.
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The DRP Activities must be led by the Information Security department (or equiva-
lent), however; the administration department should be involved.

26.4.6.2. Risk mitigation strategies and safeguards to avoid disasters. Safeguards
should include protective measures such as fire suppression, uninterrupt-
ible power supply (UPS), surge protection, and environmental measures to
protect sensitive equipment from dust, temperature, or humidity.

26.4.6.4. Procedures for reporting incidents and escalating the (Organization)’s re-
sponse to a disaster.

26.4.6.5. Data stored on the systems should be classified and detailed according to
its criticality and confidentiality.

26.4.6.6. All equipment, software applications, and any other requirements to com-
plete the recovery plan successfully must be described/listed in the DRP.

26.4.6.7. Accountable personnel

26.4.6.7.1. Disaster declaration decisions should be assigned to a respon-
sible person.

26.4.6.7.2. Proper communication plan should be prepared including a
clear call tree.

26.4.6.7.3. The flow of responsibility when normal staff is unavailable to
perform their duties should be described.

26.4.6.7.4. Qualified personnel with the necessary responsibility, experi-

ence, and competence should be assigned to implement the
activities of the disaster recovery, and this should be clearly de-
scribed in the DRP.

26.4.6.9. Data backup must be applied on regular basis according to Backup Policy,
to ensure the (Organization) has an updated copy of all data. Based on
data classification, it will be easy to know which data should be recovered
first, However, the following must be considered in the DRP:

26.4.6.10.Procedure for recovery point objective (RPO) and recovery time objective
(RTO) should be approved by senior management and data owners.

26.4.6.11.The method of recovering data should be described Jhow the data will be
recovered(.

26.4.6.12.The Information Technology (“IT”) Department shall establish an alternative
command center location that provides secure and suitable facilities for the

management of recovery activities.

<<
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26.4.6.13.The backup and recovery processes should be monitored to ensure success-
ful completion; lack of monitoring and follow-up may cause the failure of
these processes.
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k 27. Customer Data Privacy Policy J

= 27.1.0Overview
i Itis necessary for customers to send different types of data to (Organization) Customer
Support. Because this data may contain Confidential and / or Sensitive information, it is
treated in a special way. Unless otherwise directed by a specific non-disclosure agreement,
customer data is treated in the manner described below.
Customer data is problem-specific information provided by the customer in electronic
form for purposes of resolving product-related issues.

= 27.2.Purpose
i This policy aims to protect confidential or sensitive data provided by customers in the
course of (Organization)’s everyday transactions. The protection of customer data is a
critical business requirement, yet flexibility to access data and work effectively is also crit-
: ical.

27.3. Scope
This policy applies to all employees and devices which handles customer data at (Orga-
: nization).

= 27.4.Policy

27.4.1. All customer data must be classified as confidential or restricted data, and must be
treated as confidential when it is received. Access to this information is restricted to
a limited number of personnel on a “need to know” basis. (Including as described in
Data Privacy Policy).

27.4.2. Use of Personal Information: It is prohibited to use or disclose personal customer
data except in special cases that have been agreed on in the non-disclosure agree-
27.4.2.1. Only authorized (Organization) employees have access to Personal Infor-
mation.

27.4.2.2. The use of Personal Information must be written in the contract between
(Organization) and customers.

27.4.2.3. If (Organization) use Personal Information in a manner different than the
purpose for which it was mentioned in the contract, then (Organization)

will ask for consent prior to such use.

27.4.3. Customer data including source code, if submitted, is held on (Organization) servers
for 6 months. After 6 months, the customer project data and source code is automati-
cally deleted, except for any descriptive and procedural information which is not cus-
tomer-specific and which has been taken into use in business-related issues.
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27.4.4.1. Avoid transferring customer sensitive data to other devices or accounts un-
less absolutely necessary. When mass transfer of such data is needed, em-
ployees must ask (Organization)’s Information Security Department for

27.4.4.2. Share customer data over the (Organization) network/ system and not over
public Wi-Fi or private connection.

27.4.4.3. Ensure that the recipients of the data are properly authorized people or or-
ganizations and have adequate security policies.

Promotional Messaging or Advertising: Customers must be notified that the (Or-
ganization) may use their contact information send messages or emails to recom-
mend products and services that might be of interest to them, or special offers or to
notify them about upcoming events.



