Phishing E-mails




Topics

Understand E-mail Security Incidents

Explain different types of E-mail attacks and their impacts
Discuss the preparation required to handle E-mail incidents
|ldentify email attack indicator

Detect phishing and spam mails

Contain email aftacks

Device methods of eradicating email incidents

Explain steps to follow to recover after email incidents



Overview of Email Security Incidents

» |nfroduction to Email Security Incidents

» Types of Email Incidents




®» Spam refers to undesired emails
used to distribute malicious links
and attachments, cause network
congestion, perform phishing and
financial frauds and so on.

The spam may also consume
bandwidth of the email servers
causing DoS conditions.

In the example the email address
doesn't match the sender name
or the content of message
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Phishing

® Phishingis a cybercrime in which a target or targets are contacted by
email, telephone or text message by someone posing as a legitimate
institution to lure individualsinto providing sensitive data such as personally
identifiable information, banking and credit card details, and passwords.

®» The information is then used to access important accounts and can result in
identity theft and financial loss.




Examples of phishing

®» Phishing involves fraudulently acquiring sensitive information (e.g.,
passwords, credit cards) by masquerading as a frusted entity.

All

Respond

Frederick usto

Debt Notification

Quick Steps

M:

ve

Message (Plain Text)

Unread

Up ~

Editing

Message , Tell me what you want to do
x — e |'§ Create New ¥ W Y ll 2 a’g,) p q
A T i x
Delete Archive  Reply Reply Forward Move . Mark Categorize Follow Translate Zoom

Debt Notification

o We removed extra line breaks from this message

Dear Customer!

It is Frederick Riley from the Customer Service Office, JPMorgan Chase Bank,

My position obligations stand for contacting clients of our bank on condition of incidents regarding accounts, current problems;
for maintenance and control advisory, etc. In the present instance, | am contacting you to inform you about your debt regarding
previous-year mortgage. We have revealed that the sum to be paid was not fulfilled fully and timely.

Speaking of more information, you had had a mortgage whose sum came to $39,300. By this day, our systems witness for the
acute insufficiency in the sum already paid compared to the amount payable, More specifically, 54,339 are still remaining and to
be paid by you. | also must learn your honest reason for such overdue. This is not because | am doing the investigation but just
trying to help you as my client. That is why, | have to warn you that taking into account the fact that the debt is last-year, you
must pay the remaining amount as soon as possible. As for fines and charges, they have been already applied. Now they come to
$394.43,

The period for processing the required payment is two weeks. For your consideration, there is the full report containing all
information pertaining to the mortgage, with remaining amount, and further possible actions. The report is here:
http://217.23.5.200/c0fbce 7f58/upload/CustomerRelationsDepartment.doc

Payment declined for invoice # 277861
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Payment declined for invoice # 277861

LogMeln ID: list-sscescalationteam(@
Date: 12/12/2016
Invoice: #277861

To download your payment mvoice, click on this link:
https://accounts.logme.m/billing/viewbill.aspx21d=277861

In order to continue using our services, please pay the invoice using an alternate payment method.
For your security, the link above expires in 24 hours.

Important Secunity Notice:
LogMeln never asks for your password or other sensitive information by email

Replies to this email are not monitored. Need help with your account? Contact Customer Support
http://help.logmein.com/?cu=1

LogMeln Inc, 320 Summer St., Boston MA, 02210



SPEAR-PHISHING

» Spear-phishing is a targeted attempt to steal sensitive information such as
account credentials or financial information from a specific victim, often for
malicious reasons.

» Thisis achieved by acquiring personal details on the victim such as their
friends, hometown, employer, locations they frequent, and what they have
recently bought online.
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Preparation for Handling
Email Security Incidents




Preparation

= Email Filtering
= Email monitoring tools
= Communication

= Training and awareness to employees

» Acceptable usage policy
= Local archive or backups

= Email logs analysis tools




Detection and Containment of Emaill
Security Incidents

Indicators of Email attack
Detecting Phishing/Spam emails

Containing Email incidents

Analyzing Email Headers




Indications of Email Attacks

Unavailability of the email server.
Inability to access the system or the email accounts after opening an email.

System showing signs of malware attack after opening a link or attachment
from an email such as finding suspicious process running on your system.

Sudden increase of advertising and spam emails.

Change 1o the theme or interface of the email web page.



Detecting Phishing/Spam Emails

» Unexpectedattachment from user, client, vendor, or peers.

®» Afttachmentswith unusual or unrecognized formars.

» Differenceinthe emaillD of the sender and display name.

» EmailformatIDs that don't have incomplete or incorrect organization name or
use numbersin the place of lettersin the name.

® Having generic greetings such as dear customers.




Detecting Phishing/Spam Emails

» Emails with links, which display a different website or URL when hovered on
or have URL with incorrect name or domain

®» Emails presenting offers that are too attractive to believe, such as winning
the lottery, a competition, a free subscription, vacation, and job offers.

®» Emails that seem to be from user's bank, financial institution, organization,
service provider, and other associate, which ask to reveal sensitive
information or login to their accounts using provided links or install updates.




Tools for Detecting Phishing/Spam
mails

» Phis hTa n k & PhiskTank | Join the figh X

— C[i Secure | https://www.phishtank.com Q] :

PhishTank is operated by OpenDNS, a free service that makes your Internet saf

safer, Taster, and s L started tocay
_""“""i m

smarter. Ge &%

it
Phishtank is a collaborative PRISHT3NK " 0.0/ e tet into the Tk S
cledring house for data and | TR T
information about phishing on the
intfernet.

Join the fight against phishing Whatis phishing?

Phishing s a fraudy

Submit suspected phishes. Track the status of your submissions. e oy gt sk s o

Verify other users' submissions. Develop software with our free AP your personal information

It provides an open API for et

Found a phishing site? Get started now — see if it's in the Tank:
developers and researchers to i i S —

infegrate antiphishing data into Pk ' ot i

house for data and information about

their application. Recent Submissions nalylp i

You can help! Sign in or register (free! fast!) to verify these suspected phishes, developers and researchers to
1D URL Submitted by ntegrate anti-phishing data into thewr
applications 3t no charge
5313407 https://www.ochonga.com/wp-includes/js/cramt/crypt RTC Read the FAQ..
5313404 http://www.supplementshop. lk/wp-indudes/images/sm... GovCERTCH
o o . .
It helps in detecting phishing and TAT il et o i oot
. . . 5313399  https://library.lontar.org/files/disk1/210/x11 L.ph... GovCERTCH
S pO I I I el I I O I |S eOSI er OS A Pl IS 331339%  http://t.candidatepoint.co.uk/?xti=wkivmkao5327:0p.. darkshadoo9s

. | bl f | | d | 5313391  https://webemd.netflixuser-support.billingupdate.n. .. 3ovCE
OV OI O e Or O ev e Opers © 5313387 http://hichamtng.Sgbfree.com/Paypol/eS6043/signin.... PhishReporter

2179908 httns. lzensadastrazenurn sam/cadastrabh wealloa deanme &

http://www.phishtank.com,




Containing Email Incidents

» [solate the targeted system from the functional network immediately after
receiving the incident report.

®» |nferview the users or compliment about the email incident to find details of
the attack and user actions.

» Askif the user had downloaded the attachment, clicked the link, provided
the requested information, and so on.




Containing Email Incidents

» [f the email consist of links, find further details of the link by opening itin a
sand box environment to perform behavior analysis.

» Report and block the maliciouslinks in the server, network devices, and
across all security solutions.

® |0 case of malicious atftachment sent through email , incident responders
must open the email account in sandbox environment, download the
attachment and perform behavior analysis of the system and check if it has
malicious code.




Containing Email Incidents

» Perform malware incident handling process if the email contain malicious
programs.

® |0 case of spam or phishing emails, issue a notification to all the employees
to find if others have been facing the same issue.

®» Report the spam and phishing mail to service providers.




What is an Email Header

= The email headeris a code snippetin an HTML email, that contains
information about the sender, recipient, email’s route to get to the inbox
and various authentication details.

= The email header always precedes the email body.




Email header Analysis Example
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What purpose do email headers serve

» Providinginformation about the sender and recipient

®» Preventing spam

» |denfifying the email route
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Example of Email Header

/;.t:um—vuth: <BraylonHuffimetrowyg.pronacecuses . com>

Received: from metrowg.pPronacecuses.com (metrowg.pronaceocuses.com [138.128.6.57])
by mail identityvector.com (8.13.8/8.13.8) with ESMTP id sAdGcich008308 }-
for <raecipfiidentityvector.com>; Tue, 4 Nov 2014 11:38:45 -0500

Message-ID: <92861425.aLg7bOERaFimWCZ20141104083084444@mx]l . metrowg.pronacecuses . com>

Date: Tue, 04 Nov 2014 08:38:44 -0800

From: Lazy Weight Loss <Braylon@pronacecuses.com>

To: <recipfiidentityvector.com>

Reply~to: <Braylonfpronacecuses.com>

Subject: Too Self-Conscious about your body?

Content-Type: text/html; charset="us-ascii"

(mail . identityvector.com [205.186.148.46])
Tue, 04 Nov 2014 11:38:46 -0500 (EST)

Header
This is some content that is supposed to look legit... /bOdy separator

Completely Legit,

Click the link, because you do what you're supposed to do.
Just like a good little human does.

Obey your email master.

\http ://htdklashgfikdishgfdlsihglksd. oz . co/pwnme/please

w

eceived:”

header

Content-Transfer-Encoding: 7bit bltrary “W -’
MIME-Version: 1.0
X-Spam-Checker-Version: SpamAssassin 3.3.1 (2010-03-16) on headers
quaff . identityvector.com
X-Spam-Level : adlded by MX
X~-Spam-Status: No, score=-1.8 requiredwS5.0 tests=BAYES 00, HTML MESSAGE, rver
MIME_HTMI_ONLY,RP_MATCHES_RCVD, SPF_HELO_PASS, SPF_PASS autolearn=no
version=3 . 3.1
X-Virus-Scanned: clamav-milter 0.98.4 at mail identityvector.com
X-Virus~Status: Clean
X-Greylist: Sender passed SPF teat, not delayed by milter-greylist-4.4.3



Analyzing an Email Header

» The appearance of the email header differs between ESPs. To analyze it,
you need to find the email header and examine the lines of interest to you.

All the code from the beginning, until the <body> tag, represents the
header.




Analyzing an Email Header

return path

Recipient's email address
Name of the email server
Type of email sending server
IP address of sending server

Unique message number

Date and time of email was sent
Attachment file information
Sender Policy Framework (SPF)
Domain Key Identified Mail (DKIM)




Example of Email Header Analysis

Consider an example: Rudy sends an Email

to Timmy

From: rudy@bieberdorf.edu (Rudy)
To: timmy@immense-isp.com

Date: Tue, Dec 11 2018 14:36:14 PST
X-Mailer: Loris v2.32

Subject: Lunch today?

Received: from mail.bieberdorf.edu
(mail.bieberdorf.edu [124.211.3.78]) by
mailhost.immense-isp.com (8.8.5/8.7.2)
with ESMTP id LAA20869 for
<timmy@immense-isp.com>; Tue, Dec
11 2018 14:39:24 -0800 (PST)

Received: from alpha.bieberdorf.edu
(alpha.bieberdorf.edu
[124.211.3.11]) by
mail.bieberdorf.edu (8.8.5) id
004A21; Tue, Dec 11 2018 14:36:17 -
0800 (PST)

From: rudy@bieberdorf.edu (R.T.
Hood)

To: timmy@immense-isp.com

Date: Tue, Dec 11 2018 14:36:14 PST
Message-Id: <rth031897143614-
00000298@mail .bieberdorf.edu>
X-Mailer: Loris v2.32

Subject: Lunch today?



Sender Policy Framework (SPF)

SPF is an email validation protocol used to by domain owners for
preventing spoofing of email.

Incident responders can analyze the authenticity of the sender using the
SPF results.

The SPF will display results mentioned in the following :

1. None : no SPF records are found for this domain

. Pass : SPF records exist and IP address is authorized it include plus (+) signin
front of the IP

. Fail : IP address is not authorized to send email for this domain. This shown
by a —all command in the record



Steps to Analyze Email in Gmaill

®» Open an email you want to Original Message
analyze.
. " " . . Message D <CAAK3Wb26UONtcubN1n8UXSXE-sYa8in=GVffaS3PCqx1-01YXg@mail l.com>
» Click "more" opfion (three vertical Y g s ook sl e i
dots) from the top right of the Created at Wed, Aug 1, 2018 at 3:11 PM (Delivered after 32 seconds)
essage.
From. 4 <t i 0rg>
From the drop down menu click
"show original" option. N - e org>
®» [he mo” will open a new Subject: Birthday Wishes!
tab display the original message. SPF PASSit 1P 209, T

DKIM 'PASS' with domain Learn more




» Open the mail you want to
analyze.

Click the "more" option ( three
harizontal dots) from the top of
essage.

From the drop-down

menu click "view raw message”
option to see the complete
message source

Steps to Analyze Email in Yahoo Mall

08 Jun 2018 06:26:48 +0000

X-Apparently-To: p
Return-Path: <maillproduct.communications.yahoo.
(Received-SPF: faill (domain of product.communications.yahoo.com doesg not
designate 98.137. as permitted sender)

X-YMailISG: baMCCO4WLDuFmpnMHBbWSYUSInDSevNQOtHn tKvcEFzxUmd

. 7.'\!-1
. . s, D2
-
-

(X-Originating-IP: [98.137.9 mm])

Authentication-Results: mta4£449.mail.gql.yahoo.com

from=product.communications.yahoo.com; domainkeys=neutral (no sigqg):
from=product.communications.yahoo.com;(dkim=pass (ok))

Received: from 127.0.0.1 (EHLO sonic331-54.consmr.mail.gql.yahoo.com)
(98.137.80.Em)

by mta4449.mail.gql.yahoo.com with SMIPS; Fri, 08 Jun 2018 06:26:47 +0000
DKIM-Signature: v=1; a=rsa-sha2d¢; c=relaxed/relaxed;
d=product.communications.yahoo.com; s8=201402-std-mrk-prd; t=1528439207;
bh=rXQbgUAZnRDNIm7LCAWXvIcuKmvVE/yHKGYHimlx2Jg=; h=From:Reply-

ArTAs SRS ams s Fyam: S




Tools to Analyze Email headers

» MxToolbox

This tool willmake email headers
human readable.

"" TOOLBOX" Upgrade  Delivery Center  Supertool  Monitoring »  Blog  Products
——

¢ Email Header Analyzer

Paste Header.

X-Apparently-To com. Tue, 25 Dec 2

Return-Path: <l

FAOTIMR

FezXpdJ6;

ABOUT EMAIL HEADERS

This tool will make emall headers human readable by parsing them according to RFC 822. Emall headers are present on every email you receive via the Internet and can
provide valuable dlagnostic information like hop delays, anti-spam results and more. If you need help getting coples of your email headers tut

About Us




Email Header Analysis using mxtoollbox
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Email Header Analysis using mxtoollbox
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» Open the email to tfrace and find
its header.

Collect IP Address of the
sender from the header of the
eceived mail.

Search for IP in the
WHOIS database.

Look for the geographic address
of the sender in the WHOIS
database

Examining The originating IP Address

IP Information for 162241 21611

= Quick Stats

IP Location
ASN

Resolve Host
Whois Server
IP Address

Reverse IP

NetRange:
CIDR:
NetName:
NetHandle:
Parent:
NetType:
OriginAS:

Organization:

RegDate:
Updated:
Ref:

OrgName:
Orgid:
Address:
City:
StateProv:
PostalCode:
Country:
RegDate:
Updated:
Ref:

United States Provo Unified Layer

AS46606 UNIFIEDLAYER-AS-1 - Unified Layer, US (registered Oct 24, 2008)

box5331.bluehost.com
whois.arin.net
162.241.216.11

928 websites use this address.

162.240.9.9 - 162.241.255.255
162.248.0.8/15
UNIFIEDLAYER-NETWORK-16
NET-162-2496-2-2-1

NET162 (NET-162-9-28-2-9)
Direct Allocation

AS46606

Unified Layer (BLUEH-2)
2813-98-22

2813-98-22

https://rdap.arin.net/registry/ip/162.240.0.0

Unified Layer
BLUEH-2

1958 South 95@ East
Provo

28865-08-08
2818-07-31

https://rdap.arin.net/registry/entity/BLUEH-2
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Eradication of Email Security Incidents

Eradicating Email attacks
Report Phishing and Spam Emails to Email Service Provider
Guidelines Against Spam

Guidelines Against Phishing



Eradicating Email Attacks

Collect details of an email security incident such as URL, subject, links, sender,
and IP address, from emailheader analysis and block them across servers,
security tfools and network deviceswe can seek help from ISPs to help us
performing these actions.

Immediately alert employees about the incident and train them to diagnose if,
|anorrJrn Network administrators to guide employeeswho to deal with the current
situation.

Update antiphishing and antispam tools with the newly found signature and
details of the attack to prevent similar attacks in the future.

Find common pattern and signatures from the email to block them on the SMTP
server.



Eradicating Email Attacks

» Check the SMTPlogs to find if the same email is sent to other employees
and remove them from the inboxes.

» Check if other users have been impacted with the attack and perform
incident handling process on their system as well.

» Use DNS blocking to block IP addresses used to send the malicious emails.

» Harden the security of the email server and clients.




Eradicating Email Attacks

Train the employees to check email headers from the email asking for
immediate action such as financial fransactions.

Blacklist the malicious welbsites and disable automatic download across all
the systems and devices.

Ensure removal of malwarerelated data from affected systems such as text
files, process executed by the malware.

Block and remove the impacted accounts and re-issue new accounts to
the employees.



Eradicating Email Attacks

Request all employees to change password ,ensure it's complicated
password and implement multiple authentication for their accounts.

Install browser extensions and tools that help in detecting and preventing
phishing and spam emails.

Blacklistthe email using signature, sender's address, or other details of
malicious email.

Inform the organizations, bank, or entities whose email being spoofed by
the attackers.



Reporting Phishing and Spam Emails to
Email Service Providers

Gmail
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Report spam € Spam v | **= More v
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Guidelines Against Spam

»n Certificate P

» Avoid givingemail ID to
unnecessary or unsecured
WebSiTeS. - §4 Certificate Information

This certificate is intended for the following purpose(s):
= Ensures the identity of 2 remote computer

General petails Certification Path

» Before givingemail ID to a
website check its privacy policy
and website cerfificate.

Issued to: ~.google.com

Issued by: Kaspersky Anti-Virus Personal Root Certificate

vahd from 10/01/2021 to 09/01/2022

Issusr Siatement

» Block spamming email IDs and
regularly update recipient's =

address book.




Guidelines Against Spam

Block potential offensive images in email to prevent attack using luring
technique.

Never give your email ID in clickable form on the web to prevent soam bots
from stealing your email ID.

Maintain a personal email ID which is shared only with friends and family
members and never use that email ID for any other purpose.

Use long email ID with numbers and underscore to prevent spammers.



Guidelines Against Spam

Never use unsubscribe links in email messages.
Do not use or subscribe to sites that access email contact list.

Do not choose numbers that reflect personal identification information such
as social security number, street address, and telephone number

Avoid buying products from web links in email fo discourage them as
well as to avoid bogus and fraud related issues.



Guidelines Against Phishing

Do not transfer sensitive data such as credentials, personal and financial
information through emails.

Do not enter personal details in suspicious links sent in email form and pop-
up screen.

Protect the computer with a security software such antivirus, antispyware,
antimalware, firewalls etc.

Beware of the too good to be true or over attractive schemes and offers.



Guidelines Against Phishing

Never open the email marked as spam even if the subject line seems to be
interesting, and delete such emailimmediately.

Avoid accessing the links from the instant messengers.

Maintain different passwords for different accounts and change them
frequently.

Check the domain name/URL and security indicators before logging in to
bank accounts.



Recovery Atfter Email Security Incidents

» Recovery Steps to Follow after Email Incidents

» Recover of Deleted Emails

» Email Security Checklist




Recovery Steps to Follow After Emaill
Incidents

» Change password of the email accounts related to if.

» |nform banks and financial institutions about the attack and block the
compromised accounts.

®» Restore the compromised systems using backups.

» Contact law enforcements.

» Claiminsurance if there huge financial loss




Recovery of Deleted Emails

» Gmail:

1. Loginto Gmail

1. Inthe left pan, scrolldown and find the trash folder

2. Click the trash folder and you can view the list of all deleted emailsin the
right pane of the window




Recovery of Deleted Emails

» Qutlook :

1. Login to MS outlook

The folder will contain recently deleted items

In the home tab clickrecover deleted items from server

B b

Click on the email you want recover and select restore selected items
button

Then click OK button

6. Now, navigate back to the deleted item folder ; you can find the
recovered emails

ot




Email Security Checklists

» EFnable HTTPS for secure connection/tfransactions.

» Be delightful while opening email attachments.

» Do noft click the links provided in the email message.

» Follow email etiquette while forwarding messages.

= Do not forward or replay to spam and suspicious emails ; delete them.




Email Security Checklists

Avoid accessing emails via unsecured public wireless.

Avoid accessing email accounts on shared computers and sending large
atftachments in emails.

Never save your password on web browser.

Sort message by priority, subject date, sender, and other options.



Email Security Checklists

®» Avoid sending confidential, sensitive, personal, and classified informationin
emails.

» Clean your inbox regularly.

» Create folders and move emails accordingly.

» Digital sign your outgoing emails.

» Send affachment in PDF format rather than word or excel.




Email Security Checklists

Scan email attachments for malware.

Use security certified email service provider.

Maintain separate email for personal and public communicafions.
Disable keep me signed in/ stay signed in functions.

Turn off the preview feature.



Thank You




