OIC-C
“~ Computer Emergency Response Team

Computer Security

Cybersecurity Awareness
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Protecting Your Computer
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Risks

Risks associated with computers

Identity theft
Viruses

Spam
Trojans
File-sharing

Spyware abuses

Online fraud and Privacy

phishing
Disturbing content

Ransomware
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Risks

. Virus is a program designed specifically 0 1
Virus to damage or copy data from your
computer.

Trojan is a program that apparently seems 0 2
legitimate but is actually a malicious program that

damages data in a computer and steals
sensitive information.

Trojans

03

A program that spies on your computer
SP‘I‘"are and tracks your activities.

. Attackers usually send email 04
Online fraud to users and compel them to

and phishing reveal personal information

or make online transactions.
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Ransomware

Identity
theft

A type of malware which
encrypts user data and
demands an amount of
money to be paid to
provide the user with the
decryption key.

Criminals gain access to
your personal information
and use it to steal money,
make transactions or
perform other similar
activities.

Spam are emails which
you have not subscribed,
but still receiveit.




Classification: Internal



How to Protect from Computer
Threats?

You can protect your computer by using following technigues:

<8 Desktop Firewall 0S Update
SR )
Browser and Software Antivirus
( ~Updated -
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How to Protect from Computer
Threats?

You can protect your computer by using following techniques:

Encrypt your
sensitive files (data)

Backup and Recovery

Download applications
Complex passwords from trusted sources
only
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Desktop Firewall

ﬂ Custemize Settings

- O X
« v 4 @ « Wind.. » Customize Settings

v @ Search Control Panel

p
Customize settings for each type of network

You can medify the firewall settings for each type of network that you use,
Private network settings

° (® Turn on Windows Defender Firewall

[[]Block all incoming connections, including those in the list of allowed apps
Notify me when Windows Defender Firewall blocks a new app

g (03 Turn off Windows Defender Firewall (not recommended)

Public network settings

° (® Turn on Windows Defender Firewall

Stops unauthorized inbound connections.
[ Black all incoming cannections, including those in the list of allowed apps

Notify me when Windows Defender Firewall blocks a new app

g (0 Turn off Windows Defender Firewall (not recommended)

Can also filter outbound connections.

Should keep Desktop Firewall activated.

Cancel
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Operating System Update

Settings - ()

& Home Windows Update

| Find a setting ,"l Update status

Updates / patches known vulnerabilities. [ (g womi 7

3 Windows Update
Check for updates

¥ Windows Defender

Users are required to restart their machines |

View installed update history

Backup
to complete the patch installation. |— Update settings
: B © o e
ShOUl.d keep OS update Sett|ng5 tO automatlc apply). In that case, we'll automatically download only
. q @ Activation those updates required to keep Windows running
download and manual installation. amooty
fh Find my device

Change active hours

 For developers .
Restart options

@ Windows Insider Program Advanced options
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Antivirus

Antivirus software protects
your computer from viruses
and quarantines anything that
is infected.

Keep your Antivirus ‘ Use known and well-
program up-to-date. Use reputed Antivirus
free online tools and “ programs. Be aware of
scanners from trusted fake Antivirus programs.

sources.
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Be careful from:
Fake Antivirus

User downloads fake antivirus

wn
—
—
L8}
+~
n
EJ/

AN

e private information to remote
system

The fake antivirus sends user’s
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Browser Update

While using internet, there is a high probability that you end up
using a malicious website or download a software that has virus
attached with it.

Updating browser provides you one way of using internet securely.

The patch provides better security against viruses, trojans, phishing and
other threats.
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Software Update

Software update process
should be carried out by
concerned personnel only.
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Complex Passwords

.
You should use complex Username should not be
passwords which are easy to used as part of
remember but hard to password.
guess. Frequently change
passwords.

p@stDrd

ﬁﬁ***ﬁ"&*

Use passwords that Every password should
contain minimum of 8 contain alphanumeric and
characters. special characters.
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Application Download

Downloading applications from internet is one of the
biggest threats as the user may be tricked to
download application from a source that seems
legitimate but actually contains virus/malware with it.

Always download application from legitimate source
e.g. if you have to download a smartphone application,
download it from its official store (App Store, Google
Play, etc.).
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Encryption

Encryption provides you a way to
protect your data by encoding itin a

form that can only be accessed by the
person having right encryption key.

The purpose of encryption is to
ensure that the data can only be seen
and read by intended user.
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Backup and Recovery

Backup is an extra copy of your data.

Backup is used when data is corrupted
or lost.

The backup strategy defines how often
and when the data will be backed up.
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Backup and Recovery - Windows

= | B [ |

- | +4 | | Search Control Panel ol

@Qvl@ » Control Panel » System and Security » Backup and Restore

Control Panel Home . l@
Back up or restore your files

@ Turn off schedule Backup

@ Create a system image Lecation: Win7 Backup (F:)

I:@'Each: up now
B Create a system repair disc -_—

- 373.09 GE free of 500,00 GB

Backup size: 126,80 GB

'@.‘Manage space
Mext backup: 9/26/2009 11:00 PM
Last backup: 9/25/2009 10:26 AM
Contents: Files in selected folders
Schedule: Every Saturday at 11:00 PM
ISl'(:l*'|.ar'|5|e settings

Restore

You can restore your files that were backed up on the current location. Restore my files

ISl'F{estu::re all users' files
o .
See alko I:&lSeract another backup to restore files from
Action Center

Recowver system settings or your computer
'@ Windows Easy Transfer

—————————————————————————————
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Backup and Recovery - Mac

e 00
| 4 > || ShowAll

Time Machine

Time Machine

M Click the lock to prevent
further changes.

Classification: Internal

My Backup
364.1GB of 523.5CB available, encrypted
Oldest backup: April 24, 2013
Latest backup: Today, 11:07 AM
| Select Disk... |  Next backup: Today, 11:31 AM

Time Machine keeps:

» Hourly backups for the past 24 hours
« Daily backups for the past month
» Weekly backups for all previous months

The oldest backups are deleted when your disk becomes full.

(¥ Show Time Machine in menu bar ' Options... J @




Backup Media

Optical disk (CD/DVD)
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Best Practices
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Best Practices

Turn On Desktop Firewall

Update Your OS Encrypt your Data

Update Your Applications Backup You Data

Update Your Browser Use Updated Antivirus
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Questions
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wrar? HOW? WHEN?

WHO?WHERE 2.0

WHAT?

. WHEN?WHY 2iow:

WHERE? WHO?
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